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Preface

This guide explains how to use the SurelLog platform software.

Intended Audience

The reader should have experience in system administration along with networking and information
security. In addition, they should be comfortable in installing software on distributed enterprise
servers and understand TCP/IP networking and remote logging. Familiarity with network protocols
and standards is also highly recommended.

Technical Support

Customers requiring technical assistance can reach our support representatives through telephone
or email:

E-mail Address:

Please send a detailed email to support@anetusa.net

Chapter 1: Introduction to SurelLog

As Information Technology (IT) becomes the center of today‘s wired enterprise, organizations are
under increasing pressure to implement best practices to better control growing security, risk, and
compliance challenges. These challenges include internal and external threats, operational issues,
intellectual property protection, privacy, and even regulatory mandates. Even though there has been
a great emergence of network security centers and risk management groups to help remedy this
situation, they have discovered that no one tool completely integrates security, risk, and compliance.
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As a result, numerous organizations are forced to bundle tools from multiple vendors to achieve their
security and compliance goals. However, these techniques result in disparate silos of data that are
costly and complex to manage. SurelLog software attempts to resolve this issue for its customers.

For custom or non-supported data types, SureLog includes a universal parser to map anydata feed
into a data store. Once the data is collected, full record fidelity is maintained to ensure the forensic
and evidentiary capabilities of the data. From there, the data is encrypted -a best practice required
by numerous regulations including PCI. Finally, the stored data is compressed at a rate of 15:1 to
control storage costs. SurelLog's correlation engine is unmatched in the industry because it correlates
not just log data, but all other data types that are collected and parsed. SurelLog also provides over
1,000 security and compliance metrics-based reports, letting users quickly gain visibility into
infrastructure activities across lines of business, locations, and applications. These reports are
viewable from a secure onscreen portal or they can exported into HTML, PDF, and various other
formats.

Comprehensive Log Data Collection and Log Management

It is imperative that a true log management and analysis solution have the ability to collect log data
across an enterprise regardless of its source. The solution must also be able to present the logs in a
uniform and consistent manner, while managing the state and location for efficient access to the
data. The Surelog solution was designed to address these needs along with the following:

e The ability to collect any type of log data regardless of source

e The ability to collect log data with or without installing an agent on the log source device,
system or application

e The ability to "normalize" any type of log data for more effective reporting and analysis

e The ability to "scale-down" for small deployments and "scale-up" for extremely large
environments

e An open architecture allowing direct and secure access to log data via third-party analysis
and reporting tools

e A role-based security model providing user accountability and access control

e Automated archiving for secure long-term retention

e Wizard-based retrieval of any archived logs within seconds

Cross-Platform Log Collection

Today's IT operations require many technologies such as routers, firewalls, switches, file servers and
applications. Surelog is designed to collect information from these tools through intelligent use of
agent-less and agent-based techniques.

Windows Event Logs: Agent-less or Agent-based

Many Windows-based applications write their logs to an Application Event Log or a custom Event
Log. SurelLog has the ability to collect all types of Windows Event Logs with or without the use of an
agent.

Supported Devices

Surelog is compatible with the following firewall devices.



Supported Applications

Surelog is compatible with the following applications:

e MSIISW3C Web Server Logs
e MSIIS W3C FTP Server Logs
e DHCP Windows Server Logs
e DHCP Linux Server Logs

e MSSQL Server Logs

e Oracle Audit Logs

e Print Server Logs

e Apache Web Server Logs

e Terminal Server Logs

e Websense

o VMware

e MS Exchange Mail Server

e Merak Mail Server

o McAfee Mail Gateway

e Zimbra Mail Server

e MDaemon Messaging Server
e Trendmicro Web Filter

e MetaTrader

e Postfix Mail Server

e IronPort Email Security Appliances
e Fortinate DHCP Server Logs
e Juniper DHCP ServerlLogs

Supported Operating Systems
Surelog is compatible with the following operating systems:

e  Microsoft Windows
e  Linux/Unix

Supported Network Devices

Gateprotect Gateprotect

Open Source Projects Apache(via syslog)
Open Source Projects Apache

Open Source Projects Linux

Open Source Projects Pubcookie

Open Source Projects
Open Source Projects
Open Source Projects
Open Source Projects
Cisco
Cisco
Cisco
Cisco

Sendmail on Solaris V8
Snort

dhcpd

ntsyslog

ACE

ASA

Access Control Server
CSA
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Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco
SourceFire
ISS

ISS

Check Point
Nessus
Intersect Alliance
SonicWALL
Alteon

Net Filter
Tripwire
Tripwire
SonicWALL
SonicWALL
SonicWALL
Mcafee
Mcafee
Mcafee
Mcafee
Mcafee
Mcafee
Mcafee
Nortel
Fortinet
Fortinet
Symantec
Symantec
Symantec
Qualys
Intrusion
Intrusion
TippingPoint
3Com

Sun Microsystems
F5

F5
BlueCoat
BlueCoat
SMC Networks

CSA Management Center
CatOSs

Firewall Service Module
10S

10S

IPS

Nexus Switches

PIX

VPN 3000

Wireless LAN Controller
SourceFire

Network Sensor
SiteProtector
SmartCenter

Nessus

Snare for Windows
Firewall

Web OS Switch Software
IP Tables

Enterprise

for Windows (Snare)
Pro 2040

Pro 4060

SSL VPN 2000

EPO AV-HIPS-Solidcore
EPO-AV

EPO-FW

EPO-IPS

Foundscan Enterprise
IntruShield IPS

Web Gateway Appliance
VPN Router

Fortigate

Fortigate

7100

Antivirus

Endpoint Protection
QualysGuard
ProviderNet Database
SecureNet Sensor

IPS

Secure Router

Solaris

F5-BIGIP

FirePass SSL VPN

SGOS

WebProxy
SMCWBR14T-G
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Enterasys
Watchguard
Kiwi Enterprises
Rhinosoft
Netopia
Websense
AirDefense
eEye Digital
Dell

Secure Computing
MS sQL
Oracle
Oracle
Aventail
Common
Common
Common
IronPort
IronPort
IronPort
IronPort
Apple
Sendmail
Lancope
RSA
PowerTech
Juniper
Juniper
Juniper
Trend Micro
Trend Micro
Bsafe Information Systems
Foundry Networks
StoneSoft
StoneSoft
VMWare
VMWare
VMWare
ToplLayer
Barracuda
Barracuda
Barracuda
Barracuda
Aruba
ForeScout
Sophos
FireEye
Universal

Dragon IDS

Firebox SOHO

Kiwi Syslog Daemon

Serv-U FTP (Epilog Agent)
R5331

Enterprise

Enterprise

Retina Network Security Scanner
PC 5324 Switch

Sidewinder

Windows (Snare)

Common Audit Trail

for Windows (Snare)
Aventail SSL VPN

Firewall

Linux

Unix

ESA

WSA

WSA

AsyncOS

Mac

Inc.

StealthWatch
Authentication Manager
Interact

IDP

Juniper System Logs

NSM

InterScan Web Security Appliance
OfficeScan through TMCM 5.0
BsafeES CPA

Netlron XMR/MLX

IPS

StoneGate Management Center
VMWare ESX and ESXi
VMWare vCloud Director
vShield Zones

ToplLayer IPS

Barracuda Web Filter

NG Firewall

Spam Virus Firewall

Web Application Firewall
Wireless LAN

CounterACT NAC

ut™Mm

Malware Protection System
CEF
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Universal
Ahnlab

HP
Point-to-Point Protocol
Zyxel
Drytek
Mcafee
Pfsense
Airlive

Free Radius
Zyxel
Check Point
Fortinet
Zimbra
QNAP
Websense
Untangle
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Postfix
Postfix
NetApp
MetaTrader
ANCHIVA
Cyberoam
Dlink
Juniper
Juniper
LeadSec
Netscreen
Opzoon
Palo Alto
Squid
3Com
Watchguard
Zyxel
Astaro

Syslog

Malware Defense System
Wireless LAN Controller
PPP

Modem

Drytek

Mail Gateway

FW

Firewall

Radius Server

ZyAir G-4100
Safe@Office

FortiMail

Mail Server

NAS

Email Security Gateway
FW

Windows (WinRM/WMI)
DHCP

DNS

Exchange

[IS SMTP

Local Firewall

1S

Radius

ISA Proxy

ISA FW

TMG FW

TMG Proxy

SQL Trace

Mail server

Mail server

NAS

Forex Trading Platform
FW

UTM

UTM

IDP

SSL VPN IVE

LeadSec Firewall
Firewall

Firewall

Network Firewall

URL Filter

Office Connect Firewall
Firebox X Edge

Firewall

FW
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Cimcor
Clavister
Iptables

Global Technology Associates

Ingate
IPCop
Kerio

Lenovo Security Technologies

Mcafee
NETASQ
Securepoint
EgeWave
StoneSoft
Al0

3Com
Actiance
ForeScout
IBM
Alcatel-Lucent
Allied Telesis
AMaViS

APC

Array Networks
Adtran

ISC

Bit9

IBM
BlueCoat
Bpmgar
Borderware (Watchguard)
Brocade
Brocade
Check Point
Check Point
Check Point
Check Point
Check Point
Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

FW

FW

FW

GNAT Box

FW

FW

FW

LeadSec

FW

Firewall

FW

FW

Firewall

A10 Load Balancer and A10 Web Application Firewall
Switch

Actiance Unified Security Gateway
CounterACT Edge

AIX

OmniSwitch

Routers and Switches

A Mail Virus Scanner
InfraStruXure

Secure Access Gateways

Atlas Switch

Bind

Parity application control suite
Blade

ProxySG

Bomgar remote support appliance
Watchguard XCS

Brocade Iron Series

VDX Switches

Edge X Firewall

Safe@Office

Syslog

OPSEC

NGX

ACS Express

ACS 4.1 Syslog

ACS 5+ Syslog

Cisco CatOS

Security and Control Security Services Module 6.1-6.2

Content Security and Control Security Services Module 6.3+

Content Services Switch
PIX and 10S

Content Security and Control Security Services Module 6.1-6.2

Nexus NX-OS
SA500 Series Security Appliances
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Cisco

Cisco

Cisco

Cisco

Cisco

Citrix

Citrix

Citrix

Citrix
ClamAvV
ClearBox
ClearSwift
CodeGreen
CodeGreen
ConSentry
Corente
Coyote Point

Cisco

Cron

CyberArk

Dell

Dell

Dell

EMC

Enforcive
Enterasys
Enterasys

Entrust

SafeNet

InstaGate
Extreme Networks
Fortinet

Foundry Networks
FreeBSD

Linoma Software
Hirschmann Automation and Control
GmbH
Hirschmann Automation and Control
GmbH

Open Source Projects
HP

HP

HP

HP

HP

HP

Huawei

IBM

Small Business 300 Series Managed Switch
VPN

Wireless Acccess Point

Wireless Control System

Wireless LAN Controller and 10S-XE Software
Secure Access Gateway Enterprise Appliance / Netsc
Secure Access Gateway

XenServer auth log

XenServer daemon log

Clam AV

Enterprise RADIUS server

Secure Email Gateway

Content Inspection

Audit

Controller

AWB

Equalizer

Network Access Control Appliance with Clean Access Manager (CAM) ot

Software

Cron daemon service
Cyber-Ark Vault

Forcel0 Switch

PowerConnect Switches
Privileged Password Manager
RecoverPoint

Enterprise Security

IdentiFi Wireless Controller
C-Series and N-Series Switches
Identity and Access Management
ESafe

ESoft

Extreme Switch

Web Application Firewall
Brocade Fastlron switches
FreeBSD

FTP Server

Hirschmann EAGLE System Industrial Firewall/VPN-router appliances.

Hirschmann Switch

Honeyd Virtual Honeypot

ProCurve Switches Firmware F.05.65+ ZI Series
MSM700 Series Controller

BladeSystem Enclosure auth log

Firewall

StorageWorks Modular Smart Array

HP-ux Syslog

Switches

Tivoli
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Open Source Projects
Edgewave

Cisco

Raz-Lee

Juniper

Juniper

Radware

Locum

Patrick Townsend Security Solutions

Cisco

Open Source Projects
Netgear

Netgear

Netgear

NetlQ

Adtran

ESET

Open Source Projects
Open Source Projects
Open Source Projects
Open Source Projects
Open Source Projects
Proxim

Qlogic

Radware

Radware

Raritan

Riverbed

RSA

Ruckus

Siemens

SafeNet

Open Source Projects
Open Source Projects
SecureAuth

Imperva

Imperva

RSA

Open Source Projects
SmoothWall

Solaris

SonicWall

Sonicwall

Sophos

Sophos

StoneSoft

Open Source Projects
Tipingpoint

IPFilter

iPrism Internet Filtering Appliances
WSA Access Logs

iSecurity for 0S400

NSM

Virtual Gateway

Application Switch

Locum RealTime Monitor
LogAgentOS400

Meraki MX Security Appliance
iptables / netfilter

FV series firewall appliances

SSL VPN Concentrator applicances
Netgear switches

eDirectory services

NetVanta Router

ESET NOD32 Server

FTPd

OpenLDAP

Open SSH

OpenVMS

Pam

WAP

Fibre Channel Switches
Application Switch

DefensePro

Dominion

Steehead WAN Optimization Appliance
Authentication Manager
ZoneDirector Wireless LAN Controller
RuggedCom Switches: M2100
DataSecure i450 appliance

Samba

Sendmail

IDS and IPS

SecureSphere

SecureSphere

Identity and Access Management
SELinux

UTM

Solaris 10 servers running the Basic Security Module
E-Class Secure Remote Access appliances
Email Security

ES appliance

Web Security appliance
Firewall/VPN appliances

Sudo

Tipingpoint SMS
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Tofino Security Firewall

Corero TopLayer IPS 5500 EC-Series and TopLayer IPS 5500 ES-Series appliance:
Trend Micro Deep Security

Trustwave Data Loss Prevention

Vormetric Data Security Manager

VMWare vCloud Networking and Security Edge

Brocade Vyatta Router

Watchguard Firewalls

Websense Web Security Gateway

Websense Data Security

Watchguard XCS

Ipswitch FTP Server

Xirrus WiFi

Open Source Projects Linux YUM

Zyxel P-660HW-T 802.11g Wireless ADSL 2+ 4-port Gateway
Icewarp Merak

Altn MDaemon Messaging Server

Surelog is compatible with the following network devices:

e (Cisco
e HP
e Juniper

e Any SNMP-Enabled Device

Within your enterprise, SureLog can have various possible roles:

e Security Monitor: The SureLog system collects messages and permits a wide assortment of
message filtering and overrides. The system then provides tools to correlate these messages
into significant events on the network, especially those related to system security.

e Syslog and SNMP Trap Receiver: The Surelog system collects Syslog and SNMP trap
messages. The program supports a variety of Syslog and SNMP versions and trap types. Many
sites may use Surelog simply as a Syslog receiver, whereas other sites may use the SNMP
trap receiver exclusively, without Syslog support.

e Stand Alone Manager: The Surelog system can operate as a standalone management tool,
collecting data and providing notifications to users when significant events occur. In
particular, SurelLog is highly useful as a specialized manager for enterprise-wide log
information.
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e Front-End Network Manager: The SureLog system operates as the front-end for other
network managers and can feed these managers correlated messages, suitable for use with
reporting facilities. For instance, SureLog has the ability to provide the security-monitoring
portion of a larger management strategy the organization has established.

e Data Archiver and Reporter: The Surelog system can operate as a data archiving program
that can store large quantities of messaging information in a compressed format for auditing
and forensic purposes. SurelLog also generates, distributes, and archives summary reports in
Microsoft Excel format.

e Unattended Data Collector: SureLog can operate in a complete “unattended"” manner,
collecting data without any action from the users. The program incorporates features to trim
log files and a "Auto-learn" function that will automatically adjust thresholds and parameters
based on previous data collected.

Introduction to Syslog Protocol

The management of Syslog messages is a valuable, but often overlooked aspect of network and
business management. Within any enterprise, routers, servers, workstations, and other business
applications are constantly collecting important error and status information. This data —extremely
pertinent to business operations- resides in error logs, transaction logs, and event logs on each
computer. SureLog uses its main messaging protocol, the Syslog Protocol, to aid with these data
collecting activities.

Syslog is a simple, yet highly interoperable and well-established component of SureLog. As one of the
oldest management protocols available, Syslog has proven to be a mainstay of network management
and one of the best in existence. It has been operated in networks of various complexity levels and is
a capability that is already built into many of the users’ critical systems.

SNMP Trap Reception and Processing

Although the main messaging format of SurelLog is in the "Syslog" format, SureLog can process SNMP
traps as well. In fact, some sites will setup its servers to receive SNMP traps only and not necessarily
use the system to process Syslog messages. SureLog does not require any SNMP MIBs to be compiled
or installed. The trap receiver uses a heuristic algorithm to find textual conventions within a trap
message and compose a readable and pertinent Syslog message. The native Syslog protocol
encourages the creation of semantically correct messages, which is a feature that is often lacking in
other SNMP trap receivers. SureLog has a unique capability to convert cryptic SNMP traps into a
readable text and transparent relay of a message to the Syslog receiver. This furnishes a high degree
of simplicity and sophistication when conducting such activities.

Surelog Server Features
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High-Speed Message Reception: The SurelLog Server is able to operate as the single Syslog and SNMP
Trap receiver for all devices on a large enterprise network. SureLog can process more than 5,000
messages per second and can handle burst traffic of more than 25,000 messages. SureLog physically
tracks and catalogs network devices without a maximum limit, while receiving messages from
virtually an unlimited numbers of sources without tracking.

Automatic Aggregating, Correlation, and Reporting of Information: The SurelLog Server provides a
powerful correlation service. The features require minimal configuration and serve as building blocks
for larger correlation strategies.

Large Scale Data Aggregation, Archiving, and Reporting Ability: The SurelLog Server is designed to
have high-data aggregation ability. It can collect in excess of 1 gigabyte worth of data each day, while
saving this data for up to 500 days online and for more than 5,000 days offline in a compressed
format. The archiving function includes MD5checksums and security codes on data items to support
detailed forensics. Reports are also generated daily in Microsoft Excel format.

Large-Scale Data Searching Ability: One of the most important functions of the Surelog system is its
search engine capability. SureLog employs a high-speed, real-time index system. This allows for quick
searches throughout massive amounts of data. Users can search a terabyte of data for a particular
keyword in less than one second.

Ergonomic Reception of SNMP Traps: SNMP traps are often faulted by users for being too cryptic and
difficult to decipher. The SureLog system employs a heuristic method of formatting trap messages,
assigning these messages with Syslog severity levels and facility codes (so that the received SNMP
traps make sense in an operational standpoint). The SureLog system receives SNMP traps in various
formats and versions and converts these traps into readable text for correlation.

Chapter 2: System Requirements
Supported Operating Systems

You can install SureLog on servers that run any of the following operating systems:

e Microsoft Windows Server from server 2008 to current
e  Microsoft Windows Client from version 7 to current

Hardware Requirements

Minimum hardware requirements depend on Events Per Seconds (EPS) values. For a maximum EPS
value of 250, a 2.3 GHz 8 Core or equivalent processor with 12 GM RAM and 50 GB hard disk drive
space is recommended.
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Chapter 3: First Time Users

Installing and Uninstalling SurelLog

Download the setup file and begin the installation using Administrator rights on the respective
machine. Follow the on-screen instructions as directed. Firewall and User Account Control (UAC)
should be disabled before installing SurelLog.

Uninstalling SurelLog

Navigate to the Program folder in which SureLog has been installed. In most cases, the user can
choose Start > All Program > Surelog. Select the option to uninstall SureLog and follow the on-screen
instructions as directed.

Accessing the Web Client

Once the server has successfully started, follow the steps below to access SurelLog.

1. Open asupported web browser window

2. Enter the URL address: https://<hostname>:8099 (where “<hostname>” is the name of the
machine on which Surelog is running and 8099 is the default web server port)

3. Loginto Surelog using the default username/password combination of admin/anet

Navigating Through Surelog

By default, once SurelLog opens, the Dashboard is available. From this screen, you can navigate to
various portals such as Reports, Search, Compliance, Correlation, Maps, User Management, Settings,
and Help.

Login and Log out

When you open the Login URL from the browser for the first time, you are immediately prompted
with the username and password screen. After entering the proper credentials, the user is logged
into the tool.

Login Procedure:

e Open the Surelog login page using the login URL
e Enter the user name in the username field

e Enter the password in the password field

e Click Login
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Logout Procedure:

e C(Click the Logout option available under the username menu at the top right corner of the
screen

e The application closes and the SurelLog Login screen is displayed
Note: For security reasons, SureLog recommends that users always use the Logout option to
terminate their SurelLog session. By simply clicking Close or Exit, the other users may have
still have access to the tool and thus, the ability to change information.

Chapter 4: Performance

One of the main advantages of Surelog is its performance. SureLog can reach speeds of 50,000 EPS
with legacy HW. As previously stated, EPS is a measurement that is used to convey how fast a
network generates data from its security devices such as firewalls, Intrusion Detection Systems (IDS),
servers, and routers. It is also used to see how fast an SIEM product can correlate data from those
types of devices. In addition, there are two EPS metrics definitions:

Normal or Sustained Events per second (NE): The NE metric represents the normal number of
events usage time for a device or Log/Event Management scope.

Peak Events per second (PE): The PE metric represents the peak number of events usage time for a
device or Log/Event Management scope. The PE represents abnormal activities on devices that
create temporary peaks of EPS such as DoS, ports scanning, and mass SQL injections attempts. The PE
metric is a bit more significant in this case because it determines real EPS requirements.
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Minimum Requirements:

Max EPS Requirements
8 GB RAM, 8 core,
250 RAID 10 10,000 RPM
12 GB RAM, 8 core,
500 RAID 10 10,000 RPM
24 GB RAM, 12 core,
1000 RAID 10 10,000 RPM
48 GB RAM, 16 core, RAID 10 15,000
2500 RPM
64 GB RAM, 24 core,
5000 RAID 10 15,000 RPM
96 GB RAM, 48 core,
10000 RAID 10 15,000 RPM
128 GB RAM, 56 core,
15000 RAID 10 15,000 RPM

Why Fast EPS Performance Matters

The sooner threats and attacks to network security can be identified, the more effectively they can
be contained. With the fastest EPS performance available, SureLog provides the tools and data
necessary to properly monitor security incidents in real-time. With comprehensive incident reporting
tools, users have instant answers to some of the most important questions like who was involved,

which systems were affected and how the attack happened.

Chapter 5: Dashboards

The SurelLog application features dashboards on various security topics. Dashboards deliver
monitoring and reporting metrics to track the state of security throughout the network. These are
simple to configure and user friendly, while allowing users to read a summary of existing network

infrastructure data using graphs and tables.
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Dashboards Server Ststuz, and Log court
Server Status =3 +=- LastLogs © 5 Mirutes -
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[ Seourty Reparte - (3 Memory Uses @y Dkl
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[ S5W Reporta
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Total Logs:
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J 8 [=]

Reports  Mlems  Seneaule

b 91
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Cotiuctors

0 Dhcp-lstanbel W FlsSarver 10 cpanel 19 dns_istanbul
hp-backbona-switch [ openfirs W portal

e

The following tasks can be accomplished in the Dashboard portal:

e Adding a Dashboard Panel
e Creating a New Dashboard
e Editing a Dashboard

e Deleting a Dashboard

e Selecting a Widget*

*Widgets: Use the Widgets button to add more Widgets to the Dashboard’s panel.

Widgets X
.
You can add or remove widgets from the belowe! '@MW
# Snmp Loge o Tt Logs
# Windows Loga # Syslog
# Total Loge # Total Snmp, Syelog, Txt, Win Loga
# Cpu, Rarm, HDD # Rule Logs
# Collectors # Rule Higtory
# Lest Logs # Last Hour-Top Logon Users Delete

Lest Howr-Top 10 Most Visited Webaites # Last Hour - Top Failed Logon User Delete

Delete # Last Hour- Top Attackers Delete

Expaort Irmport m
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£ Deshbosrde  |e Reportzs O 5

® Home - Dashboard / Helo Sy=

Dashboards ~

i

Security Reports

o A

Traffic Reports

S5W Reports

B E

Topliat Reporta

o

Log Sourcea

|

*We can add more than one Dashboard Panels for each user such as Security and Traffic as shown in
the figure below.

To create dashboard:
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_/ [ Surelog
<« C' [ b#psy//lo

f Deshboards o) Reporte O

Dashboards ~

i

Security Reports

Traffic Repartz

&

S5W Reports

E

Topligt Reports

Log Sources F

)| O

Security

Traffic

1. Click New Dashboard button

® Home-Dashboard / Hello Sy

*

4

5

2. Enter a name for the dashboard, you can chose icon from the

Dashboard x

Daghooard Marne : Paenboard Neme

Dasntoard Description Flaahhnard Mase

y:
Ioan B/ 2= ~» -
E v O & B “
E D DGR B M
B|lE &g B8 a6
= 0 & R 2 m
Hilelelalolm T

3. Click Save Dashboard button to save the dashboard.
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Transition Between Dashboard

You can transition between dashboards refresh value set 60 second
as shown in the following figures:

<« C' | B berpt://10.0.3.36/Surelog/config/general

9 Bl vy

L System Aaministrstor

4 Desnomos [8 Resems QU Sesen ) Complience A Comesvonc 8 UserMemsgemem  [@hsomrhenegemert ) Meps b Trvest lveligense

Settings - General Configuration

# Home / Configurations / Genaral Configuration

G Settings EPHelp

x 2]

Reports  Alerte  Scnadule

Settings - General Configuration
o SYSTEM INFORMATIONS COMPANY INFORMATIONS
G Uposte Changes
== :

itle Company Neme
B Repor Configueron ’ Surelog etas Vatsk ve Yorgan San TicA §.
W Conelstion Configuretion > e
= Protocohs . .

& I -
¥ DS Convertar e Langunse
“% LagConfiquration craien S —
Services Configurst

i Services Configuration Dete Format
& Msil Configurstion amy - —
& Sensaule Configuration - .

SarverP

e transition between saved

[ Domein Configuration 0023 dashboards
& Metwork User Configuration
[# Fi
& Metwors Access Configuretion
- 7] Relosa Desrnoara
T Inrener Configuration os0 Dezrboer
T Arp Tanie Configuration Fefresn Time
B8 Licence Canfiguration &
5 Bactup Configuration
%= Custom Parser Configurstion

B Sove Configuration
2] user Activties

*The users can add Statistics Reports, Top lists Reports, Trend Reports, SQL Query and SQL
Query(Graphic) as widget on Dashboard as shown in the following figures:

To add a Statistic Report on Dashboard
1. Select Dashboard
Select Widgets button
Select Add Widget button
Select Statistic Reports
Enter the following configurations into the appropriate fields:

vk wN
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Add Widget ®
|-e] Statistice Reporta & Tophist Reporta ‘il Trend Feparts E+ Sql Query == 5ql Query [Graphic]
Widget Title Traffic Reports et by Hoate
Criocse Report: Traffic Reports - Top Hosta - Sent -
Resource: Diate Limit Refrazn
FGGO0C391 3802245 = Globa - 1 Minute =
‘Widget Widtn Colour: Chart Type:
25% b blue b Ber Chart hd
[8) save Widget
6. Click Save to save the configuration.
To add a Top list Report on Dashboard:
1. Select Dashboard
2. Select Widgets button
3. Select Add Widget button
4. Select Top list Reports
5. Enter the following configurations into the appropriate fields:
Add Widget ®
-¢] Statigtice Reports (™ Tophiet Reporta 4l Trend Reports E% Sgl Query = 5q| Query [Graphic]
Widget Title P
Chiocse Report: &l Loge (LOGTYPE) Top:50 -
Widget Width Refresh : Chart Type
25% = 5 Minute - Ber Chart =
[8) save Widget

6. Click Save to save the configuration.
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To add a Trend Report on Dashboard:

1.

vk wN

Select Dashboard

Select Widgets button
Select Add Widget button
Select Trend Reports

Enter the following configurations into the appropriate fields:

Add Widget

Widget Title

Chiooee Report

Resourea:
FG100C3G08600340

Widget Widtn

25%

Deneme

ot 4l Trend Regorts

Diate Limit

Globa

Calour:

Diue

B Sql Query == 5ql Query [Graphic]
Refrazn
N 1 Minute "
Chart Type:
- Ber Chart "
B seve Widget

6. Click Save to save the configuration.

To add a SQL Query Report on Dashboard:

1.

ik wN

Select Dashboard

Select Widgets button
Select Add Widget button
Select SQL Query Reports

Enter the following configurations into the appropriate fields:
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-a| Statigtice Reporta & Topiiat Aaporta 4 Trend Reparts £+ Sql Query
Widget Title Caily s=nt dets sccording to Sourcemachine
S0L Query :
Widget Widtn Refrean :

25% - 12 Howr

=

ql Quary [Graphic]

6. Click Save to save the configuration.

To add a SQL Query (Graphic) Report on Dashboard:

1. Select Dashboard

2. Select Widgets button
3. Select Add Widget button
4. Select SQL Query (Graphic) Reports
5. Enter the following configurations into the appropriate fields:
x
Wiaget Title: Disily 2ent dsta according to sourcemaching
SOL Query SELECT SourceMechine DATE_FORMAT{TIME %d-em-
%Y ).SUM{SENT) FROM “taxonory_object” WHERE TIME
EETWEEN DATE_SUBINOWY), INTERVAL 1 D&Y} AMD
MOW(GROUP BY SourceMachine DATE_FORMATTIME Sud-%m-
%YJORDER BY 3 DESC LIMIT 25
i
‘Widiget Width Riefresn Crart Type:
25% = 12 Haur = Bar Chart -
[ seve Winget

6. Click Save to save the configuration.
The widgets are shown below;
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Daily sent data according te Sourcemaching
SourceMacnine E'f:--,EJ URMAT TIMEectm- SUM(SENT)
null 17072016 40281113711530
null 1807-2016 41322435008719
9515.38.227 17072016 17170188
95.0.5.98 1807-2016 13671393879
88.233.36.83 17-07-2016 1240191233

Daily sent data according to sourcemachine

88.236.208.143
Z1Z252.168
5E.245

5B

45.154.236.20

oM

500M

1 oO0OMm

I SourcaMachina

1 5006

2 00oMm

2 500

Last Logs
You can follow last log volume from dashboard;
Last Logs o 5 Minutes ~ =
150k
Razet zoom
100k
ok
02:30 [ l-H ] 05:30 fl sl ] T0cBd 1100
I Last Logs

Log Sources
You can follow log sources from dashboard;

LOg SoUrces o §Minez ~ p =~
150k
Rasst zoom
100K
N ‘ | ‘ ‘
oe bbb b b b b e b b b b L
10:00 1018 10:20 T04E 11200
0 fw-istambul [l hp-backbone—switch zap sl opanfira
portaldb 0 portal [ cpanal FilaSarvar dns_istanbul
istwrablogic

Drill -Down Feature

If you click on charts you move from one place to another, information to detailed data by focusing in

on details. Each chart has this property.
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Adding a Dashboard Panel
Surelog provides users with the flexibility to instantly add a panel to the current dashboard layout.
The dashboard layout is logically divided into Top and Bottom sections.

1. Inthe New Dashboard Widget panel, select any widget from list, drag and drop the selected
panel into the Set Dashboard Layout section. The selected report/monitor is added to the
dashboard panel.

Customizing Dashboard View
To customize the panels available in the dashboard, users can do the following:

Creating report categories
To create a report category, the user can do the following:

1. Click on the Settings menu

) Dashboards Reports  (Q Search [ Compliance  %# Correlation ~ 8 userManagement [ Incident Management &) Maps & Threat Intelligence

| {54 Settings | B Help~

Select Settings

Select Report Configuration

Select Report Categories

Click the Add Category button at the top right corner of the screen.
Enter the following configurations into the appropriate fields:

Click save button to save the changes.

NouhswnN

Create Report Category

English Tiirkge

Report Category Custom Reportsl

<o Select LOG MAMNAGEMENT

Parent Category

Active : Active -

Creating custom reports

To create a custom report such as statistic report, the users can do the following:

1. Click on the Settings menu

) Dashboards Reports  (Q Search [13 Compliance % Correlation ~ 8 UserManagement  [] Incident Management &) Maps @ Threat Intelligence

| {53 Settings | B Help~

2. Select Statistics Reports from the Report Configuration tree based on the user’s requirement
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Settings v
-

> Update Changes

£ General Configuration

E2 Report Configuration ~

Report Categories

Reports

Statistics Reports
Trend Reports

Merge Reports

Toplist Reports
Compliance Categories
Compliance Reports

Report Configuration

ﬂ Correlation Configuration ¥

Protocols

DNS Converter

Log Configuration

Services Configuration

Mail Configuration
Schedule Configuration
Domain Configuration
Network User Configuration
File Access Configuration

Network Access Configuration

oo e 0GR # F D

Intranet Configuration

Arp Table Configuration

EIE
E

Licence Configuration

0

Backup Configuration
Custom Parser Configuration
User Activities

Configuration Files

Log Files

o mw e m PR

Data Storage Options

Database Console

i)

[ File Sign Control

#  AD (Active Directory)
Authentication

&7 Tag Configurations
" Risk Factor

11 PreParser Rules
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Select Settings

Select Report Configuration

Select Statistics Reports

Click the Create Report button at the top right corner of the screen.

PwNE

New Report
Vou are creating new report

Report informations Select Fields

FIREWALLS Select

[ mail Configuration

5. Enter the following configurations into the appropriate fields:
Report Title: Title & name of the widget
Report Category: The users can use their own report categories.
Report Table: Select from the available statistics parameters:

Active: Enable/Disable
Report View: Select a report type as table, graphic, or both
Chart type: Select from various graphic chart type options such as bar, line, area, etc.

Date Limit: Select a time frame value. If global time is selected, the value will be adjusted to the
system’s global time which is configured within the reports module. Other options include:

e last Hour

e Last Day

e last Week

e lLast Month

o Last Three Months
e Last Six Months

e lastYear

Limit Row: Limits the data and row number

6. Click the Save Report button
7. Select the Fields option to choose the fields that are displayed on the Dashboard or reports.
(If uncertain, select all fields.)

30



Chapter 6: Reports

Log Management

The Log Management module helps users manage and create report views on aggregated logs for all
collected logs. The Diagnostics module, an extension of the product’s reporting features, provides an
in-depth evaluation with a narrow analysis scope. This module is aimed at identifying a specific
condition or problem.

To access the Log Management section, click Reports, then Log Management.

Log Management Report Categories:

Report Categories v

£l 4 LOG MANAGEMENT

B I Linux Reports

Windows Reports
#- ¢ Cisco System Reports
B b Wireless Accesses
®- ¢ Virtual Machine Reports

-H

Security Reports
& b Traffic Reports
4 b As400 Reports

B I+ Firewall Reports

Url Reports
- b Squid Reports
& ¢ Dhcp Reports
®- & Arp Reports
B- ¢ Dns Reports
#- ¢ PPP Reports

B & Mail Reports

. |+- s

Database Reports

]

Web Server Reports

Bl I Vpn Reports

-H

Metatrader Reports

Linknown Format Reports

<H

H

Product User Beports

Each report has sub-reports:
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Report Categories v

-4 LOG MANAGEMENT

" > Linux Reports

B4 Windows Reports

-- = Metwork Share Reports
=R Logon Activities

~[E] Logon Reports

~[E] Remaotelnteractive
~[E] NewCredentials

~[E] MetworkCleartext Logon
~[E] Unlock Logon

~[E] Service Logon

~[E] Batch Logon

~[E] Network Logon

~[E] Interactive Logon

- [£] Remote Desktop
Logon Failed Reports
~[E] Logoff Reports

~[E] Cachedinteractive
File Management

User Management

"

=

"

Group Management

=

Frocess Management

"

Password Management

=

Server Monitoring

"

Policy Management
» Audit Logs

» LUSB Access

- I+ Printer Usage

~[E] Windows Raw Events

o PO OO o DUUORY e FOUORE e OO o OO e (OOORY e R oo OO |

In most cases, sub-reports have sub-categories:
To view cataloged logs:

1- Select a catalog from the left tree
2- Select a sub-catalog, if any, or click All Events (Here is Firewall Events)

32



E] [ ] B
Home - Reports /  Hello, System A
Repots  Alerte  Soneaule
3 Report categories . Firewall Events
LOG MANAGEMENT / Firewall Rsporta
s Time Swtistics iy Line Chart ~ © Sminter = =~ B Report options v x
o & Pim
K |||||| |||| ||| ||| S
w - ||| 1 2 Schecue Senahi
4 y £8E S 3
: T Fa
B Aoato My Reports
" [€] Acdto Deshisoard
Ore Rperts
295 Resarta
Frern 1407 2016 0000 reeorem anzing [ aitfiepan [ Delete Reson
#  Souceecount]  Tewnomy[J  Legeuotype ) Logiype[d  Fomemsi ] Teemsil[J  ActiontskenJ  Subtypecesc[]  Mewsex) Pratacolgrp. - .
. Filter Reports v
- I Unkann Formet Reparta I
& 1 Pracuct ser Fesorta eport Tesie
 } Proguct Uner 1 Uniown FortGete Firewalls doss forweard wen .
Lage texanomy_objest
B symentes 2 Uninown FortiGete Firewallz aeny forwara
aszase Rezou
by 'D; - 3 Uninown FortGate Firewsls doge fonweard .
& EFSONGUR FortGete Firewalls deny forward wen Al fescuroze
5 Uninown FortiGete Firewalls dose forwara wen SyaogSenderlP
6 FortiGate Firewslle aeny forwara
7 FortGete Firewalls pasz sppct Email AP Unsssigned FLE
] FortiGate Firewslls cloae forward Neme Servic FILE
[ FortiGate Firewslle doge forwara Wao Dare Limit
10 Uninown FortGete Firewalls sceep forward Name S Giosel
o e rew oot work Servi E
M Unsnown FortiGete Firewalls pess eppont NetworkcSenice: DNS,  Neme P P
12 Unsnown FortiGate Firewslle doge forwara
Time
13 FORTINET FortiGate Firewalls dioae forward
i EORTINET Eonicare izl Socen Soncrn QUFie =

To configure catalog views:

1. On the right pane, To configure views or enable/disable
shown in the following figure:

columns, select Select Fields

Select Fields

O Cohsmn Name
Sourceaccount
Syelogaenderip
Destinationmachine
Destinationport
Protocol

Revd

Sent
Sourcemachine
Sourceport
Srename

Time

Logaubtypel

_ cctionloncelon |

Select fields to be shown in Views and Reports:

1. Torename a column, enter the desired name into Column Description.
2. Edit report
3. Select field and write desired name to related field
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¥

<) b

@

o

e]

Repaort Options

Frint

Export to Excel

Schedule & Send Mai

Filter

Agd to My Reports

Add to Dashboard

[# Edit Report

[ii] Delete Repart

[ &)

Report Informations

Firewall Events

You are eaiting thia repart

English

Tanle

Aetive

Report Title

Report Categary

Page Recora Count

B SeveReport

Firewall Events

taxanomy_ooject -

Firewll Reports Select

Firewall Events

You are editing whis repert

Select Fields

n Information: Firety, aelect the fields whicn take place in the repart. then rearder the selected fislda.

O

FEERNEEO

Column Name
Actiontaken
Destinationmachine
Destinationport
Duretion
From_email
Logsubtype
Logaubitypel

Logtype

Calumn Description

Steps to filter logs:

1. On the left panel,

2. Click Filter,
3. Add conditions to filter the logs
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Filter Dialog

(@ Aca Conaition

TrefficAudit

Firewslla

4. Logic operators such as “AND” or “OR “can be used between columns (many operators can
be used to filter the column’s value)

Equala

BEquala ~
Mot Bguals
Conteine
Mot Containeg
n list
Sterta with
Emdsz with
8 null
8 not null
-

ﬁEKE

Also you can filter trough writing to selected blank area that shown below

= Salact Fiele
From 14072075 00:00 recorda ancwing +=Selact Felds

# Saurceaccount[J  Taxonamy 0 Logeuetype O] Logrype ] From_emsil [  Toemsil[J  ActiomskenJ  Subtypedesc]  MessageT) Prata
Traffichud

1 MiA TrefficAudit FortiGete Firewsllz tuninel-up vpn IPeae connection stetua che.. Unaz

z MNiA TrafficAudit FortiGete Firewsllz tunmel-up vpn IPgec connection statua che.. Unas

3 slpstzan TrefficAudit FortiGete Firewsllz turnmel-up vpn 55Lwnnel establizhed Unss:

4 MiA TreffichAudit FortiGete Firewsllz tuninel-up wpn |IPgec connection stetua che. Unaz:

5 MNiA TrafficAudit FortiGete Firewsllz tunmel-up vpn IPgec cannection statua che.. Unas

Steps for editing reports:

1. Onthe Left pane,
2. Click Edit Report

Steps for deleting reports:

1. On the Left pane,
2. Click Delete Report
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[ Report Options - X

fip

Print

[

Export to Excel

E Schedule & Send Mai

=]

Fikter

& soato My Feportz

Add to Dashioard

Ie]

I [# Eit Hep:nlE Delete Heuo"tl

Creating Dynamic Top List Reports
On the View pane, click the button near the column where the Top List and Change Monitor report
will be created

# Suuloeamour@ Tamnom@ Lagsub‘ry@ L Frmern@ Tn_em Actiontane@ Subtype_ne Measag@ Protocolgrp

1 Uninown TrafficAudit FortiGste Firewallz cloze forward Web
z Uniknown Traffichudit FortiGete Firewsllz deny forward Mame Seni:
3 Un&nown Traffichudit FortiGete Firewalls close forward Name Senvi
4 ELIFESONGUR Traffichudit FortiGete Firewsllz deny forward Wab

Top List Report
For Top List Report Select the appropriate parameters for the top list

Column Actions

Toplist Report Change Monitor

( Baeed on group by ( Bazed on group by
thilg: column snd this column gste
count) interval and count)
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Toplist Cenfiguration x

Top 25 j

g Count . Sum

I- Make Operation

Create Toplist

Top: N parameters for the top list
Count: Initiate a count operation over the selected columns

Sum: Initiate a sum operation over the selected columns

Make Operation: Do summation, subtraction, division, or multiplication operations over a counted or

summed value

Toplist

TAXONOMY Statistics

aformationzl. Adthantication. Fales )

52 (0%
Hezlthstatus Abnorma

102 (0%

Informatianzl

Mallclcus. virus

HealhEtatus. Informaticnal

Mallzlcus

Informiatianal. ACL Deany

52160 {1652

ZBASDES (B D4
Infarmathnal ACLAllow

Trafficiudit

TAXONOMY count
Trafficfudit 2525063
Informetionsl ACL. Allow 530160
Informationel ACL Deny 71700
Melicious 6755
HealthSzatuz Informational 47
Mealicious. Virug 109
Informetions 10z
HealthSzatus Abnorme: 52

-
Com | o | e | o

You can send Top list report by email, print it, save it, and export it to Excel and PDF.
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Change Monitor Report

For Change Monitor Report Select the appropriate parameters for the top list

Column Actions

Toplist Repaort Change Monitor|

( Beeed on group oy
thile: column end
count)

( Bazed on group by
thiz columndete
intervel and count)

Create Change Monitor ®
Tap 10 -
Penod Disy .

Chert Type Bar Chert

Create Change Monitor
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Change Monitor *®
N
|
T4, Jw
dk S0k 1 000k 1 500k Z 00Dk Z 500k 3 000k
M TraficAwdit [l Informational ACL &llow HaalthStatus. Informational
Informational ACL Dany Malicious Vines Klaliciows
| HaalthStatus Ahnormal B Informational_Awthantication. Failad
HaalthStatws Informational. Configuration Informational
Hame Court
TrafficAudit 201640713 2855048
Informational ACL Allow 201640713 53611
e
=

You can send Change Monitor report by email, print it, save it, and export it to Excel and PDF.

Example Creating Last Day Toplist Sent Data(KB) Report according to sourcemachine and adding to

dashboard

2 meport cetegories Firewall Events
LOG MANAGEMENT / Firewsl Regorts
s Time Statistics Ay Line Chart ~ O Sminutes ~ =~ B Reportoptions v x
o @ Prim
o ‘ ‘ ‘ B Schedube & Send Msil
o . T Fiter
5 tog Count
@ aoatony Reports
[€] Aoato Dasnoosra
From 19.07.2016 11:20 recorcs shewing I Select Fielos [ Ecit Report (8] Delers Report
Syiloguercnrpl[]  Destinatormacnivel[]  Destinstiorgort ] Prowcol[]  Row )  Sef]  Sowcemsanine[)  Sowomonf)  Srvame[]  Dusionf) . B
Filter Reports v
Asport Tasie
10032 0 HITI °
taxonomy_objec
@ nttp n
Assource
a3 nttpa 107
= — e All Rescurces
1 2 dne 80 SyaLogSencerF
5 e np ®
05 nmp 10 -2 -
05 L= http n ILE
1 ane 181 Dete Limit
051 a4 nitpe 181 LaetDay.
5 44 hitps 10
QFilter
1 10032 nemiosns
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Column Actions

Toplist Report Change Monitor
{ Ba:ged om group by { Beaed on group by
thiz column and thie colurnn,dete
count) nterval and count]

o

Toplist Configuration

Tap 25
Type @ Court @ Sum

Colurnn
Chart

SourcelMachine

Opeeration # Make Operation

Divigion
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Toplist *
.
SourceMachine Statistics =
10.84.5. 53—
198738.3 E)
10.0.8.182
199228 06 (055
10.1.4.97
194.45.126.115
10.34.5.62
10.28.9.25
10.1.4.152
251219262 (0.02%)
10.0.8.183 14248677529 82 (39,955
SourceMachine Eum
14343677520.92
10.0.3.139 261319232 -
o [ oo
4

5. You can find the report under Settings=>Report—>Configuration—>Toplist Reports
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localhost web sitesinin mesaji;

Settings»Report Configuration=Toplist Reports.

! You can list the saved toplists in

| Bu sayfamin ek iletigirn kutusu olusturmasina izin verme.

1587EE.2 (05)
10.0.2.182

19322806 (05
10.1.48.57

5445128118

10.24.5.68

452 97 {05
10.38.59.25
10.1.4.153

ZE1ETSZ.EZ (002
10.0.2.188

SourceMachine Fum
14343677520.82

10.0.3.139 261319232

14248677529 82 [39.955)

= I T I I

ystem Aaministrator
€ Desnbosrss () Reporta (Q Searen i) Compliance D Usermansqement  [ElincicentMansgement &) Maps Y Treeat Intaligencs @ semngs EHep
; g ¥ (=]
Home - Toplist Reports
Aeports  Alerts  Schedule
® Home / Configurations / Topiiet Raports
settings v Toplist Reports
& Upaste Cnangee Report Trie
O General Configurstion Fiter
— il e i i =
Firewsll Events 0 SENT Sum (Sourcehdschine} [cjo]
Repart Categuries
Firewsll Events 0 SENT Sum (DestingtionMachine) o]
Regarts
Firewsll Events 0 ROVD Sum (Sourcehdschine} [cjo]
Statietios Reports
Firewsll Events 0 ROVD Sum (DestingtionMachine) o]
Trena Reparta
R Un Blocked List: 0 DSTNAME Coun None [cfio]
Ul Access List 0 DSTNAME Count Nane o]
Threst and Attack Reporta 10 ScurceMachine Count Nane [cho)
Campliancs Cetagaries Threst and Attack Reports 10 MESSAGE Count Nane o]
Compliance Reparts Threat and Attack Reports 10 DestinetionMachine Count MNene [Ejo]
Report Configureticn Virua Reporte w0 SourceMeching Cour None [cAo]
Virua Reporta w0 DestinationMacting Coun None o
W Comelstion Configurstion - =l
Virue Reporte 0 MESSAGE Coun MNene [Ejo]
i Protoals
| Firewall Events 2 SENT Sum (Sourcshdschine} 1024 [E1c] |
¥l DNS Converter

Tore 13 resarcia) foume

"% Log Configuration

7. Adding this report to dashboard
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8.

Add widget

Widgets

You can saa or remave wiagets from e belowe!

Snm Logs

‘Wincows Logs

Total Loge

Cpu. Rem, HDD

Collectora

LestLogs

Lsst Hour-Top 10 Mast Viaites Websites

Delere

-] Statistice Reporta

Widget Title - Teet Report

(™ Toplist Reporta

4l Trend Reports

Chooae Report :

Trtloge

Syslog

Totsl Snmp. Syslog. Txt, Win Loge
RuleLogs

Rule History

top Delete

Leet Hour - Top Failea Logon User Deiste

Last Day Trvest an ftsck Rsport Die

~ 3

Export

£ Sgl Query == Sgl Query [Graphic]

Firewall Everta {SENT) Topc25

Widget Wistn

100%

Refresh :

- 5 Minute

Chert Type

= Bar Chart =

[ save Widget

Report is shown below

) Reporte

) Dsshiosrae Qsescn W) Complisnce 4! Comslstion ~ 8 User Manggement

@© Home -Dashboard / relo

Dashboms Traffic Reports SENT

& Daznocarn

[T] Torest Ana Attact Top List
B Trsffic Repariz RCVD
[} AL Daznoosra

& newerc

Elncident Mansgement &3 Meps

asess.as

10.0.5.125

4 Theestimteligence

45695457 e s

& setngs Ere -
] LS ]
Reporia  Alerie  Soncale

Show Detail

You can add several report like this
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Schedule Reports
SurelLog generates many reports that help analyze the security and performance over a period of
time. Using this option, a user can schedule the time at which the reports need to be generated.

Steps for scheduling reports:

1. On the Report pane, select the Schedule button

B

Report Options v X

Print

Export to Excel

Schedule & Send Mail

=
X
=
v

=
le]

Filter

Add to My Reports

Add to Dashboard

[# Edit Report  [u] Delete Report

P wnhpRE

Select Schedule button.
Select users (Groups or Users)
Select Schedule option
Select Schedule period

Send Mail

(&) Groups

[ Firewall Categories

[]AnCategories
[ pefaulr

[¥]windows

Schedule

Schedule Options
Resource

Date Limit

08:00

All Resources

Last Week

5. Click Schedule button to schedule the report.

Steps for configuring scheduled reports

1. Select Settings, then Schedule Configuration
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[ system Administrator
[Juser

[ TaskManager User
[deneme

v | AllDays

Send Mail Now Schedule
P




! S B & ©
Settings - Schedule Configuration
Reports  Alerts  Schedule
#& Home / Configurations / Schedule Configuration
Settings ~ Schedule Configuration
©  Update Changes D Report Name User / Group Resource Date Limit Timeline
General Configuration
g 20 Logon Reports All Categories :!snurces Last Hour All Days - Hour12:00 OFm
Report Configuration >
All Categories Al
Correlation Configuration > 7 Logon Reports Dedaulfq Resources Global All Days - Hour00:00 ®FHm
Protocols
admin All
21 Logon Reports Last Month All Days - Hour12:00 e
¥%  DNS Converter g = (osmanaligS@gmail.com) Resources y Cum
- Firewall Categories Al
Log Configuration 22 Logon Reports Last Hour Weekdays - Hour16:00 4
" Lo d g i All Categories Resources ¥ gl
% Services Configuration dmi Al
23 Logon Reports admin B Global All Days - Hour-06:00 OH @
& Mail Configuration (osmanali85@gmail.com) Resources
&  Schedule Configurati _ Firewall Categories Al Last Three ~ . -
[0 Domain Configuration y
admin Al
- y - 2 £
-3 Newwork User Configuration &0 e (osmanaliss@gmail.com) Resources () E BT L Cleo)
[@ File Access Configuration admin All Last Three
N Ls R 1 All Days - Hour06:00 e
ogon Feports {osmanalig5@qmail com) Fesources Months =ys - Hour OH @

The users can also send scheduled reports by email with Send Mail Now Button.

Combining Reports
Multiple reports can be combined into a single report by:

. Select Settings

Select Report Configuration
Select Merge Reports

. Select Create Report

£ Dashboards

eports  Q Search [ C 4t Comelation v 3 User [ Incident &) Maps ) Threat Intelligence &3 Settings @ Help~

* ©

Home - Merge Reports
Reports  Alerts  Schedule

#& Home / Configurations / Merge Reports

Settings v Merge Reports
S Update Changes Report Title Status

& General Configuration All ~ Filter

[ Report Configuration Report Title Status Edit
Report Categories Traffic Reports Active & o
Reperts Web Usage Reports Active rfi |
Statitics Reports Mail Usage Reports Active [Efn]
SRS Protocol Usage Reports Active (el
r— Telnet Usage Reports Active & o
erge Reparts
o e— FTP Usage Reports Active |
Compliance C . Inbound & Outbound Traffic Active Ef]
empliance Categories
Streaming & Chat Reports Active (el
Compliance Reports
Event Summary Reports Active & o
Report Configuration
Firewall Rule Reports Active & w
A Correlation Configuration > Intranet Reports Active Eg o]
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Merge Reports

English Tiirkge

Report Title :

Report Category

Active

Columns and Rows :

Save Report

(Not Selected) Select

/\ If this report will add to dashboard, or a part of a merge report, it is not neccessary to select a category!

Active b

x2 Y,

5. Enter data into the following fields:

Report Title: Title of the new report

Report Category: The category to which this report will belong to

Active: Status

Columns and Rows : Number of rows and columns desired for this new report

6. Select Save Report

7. A new frame for creating merged reports will be shown

Merge Reparts

Choose Reports

. SELECT REPORTS

Choose Reparts

Mormal Reports

Logon Repaorts

Unsuccessful User Logons
Logoff Reports

Unsuccessful SuperUser Logon
Successful SuperUser Logon
SuperUser Logoff Reports
Unsuccessful S5H Logon

SSH Logons

SSH Logoff Reports

Sftn | annn Renarte

Create Report

8. Select an available report from the list using the drag and drop selection method by dragging
the desired report and drop pingit into the desired cell
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Choose Reports Choose Reports

Normal Repert .
Fner.fcmfie-:o ormal Reports
Logon Reports

File Deleted o Unsuccessful User Logons
Logoff Reports
Unsuccessful Superlser Logon
Successful SuperUser Logon
SuperUser Logoff Reports

Unsuccessful SSH Logon

Lilonon

9. Select the Save Report button available at the end of the page

Creating Reports
Steps for creating reports

Select Settings

Select Report Configuration
Select Reports

Select Create Report

PwNPRE

] x ]

Home - Create Report
Reports  Alerts  Schedule

#& Home / Reports / Create Report

New Report

You are creating new report

Settings v

< Update Changes -
(&)
&  General Configuration S,

Report Configuration v Report Informations Select Conditions Select Fields

Report Categories

Reports

English Tirkee
Statistics Reports

Trend Reperts

Report Title
Merge Reports

Table taxonomy_object ~
Toplist Reports

Not Selected) Select
Compliance Categories Report Category ik )
/N If this report will add to dashboard, or a part of a merge report, it is no

Compliance Reports
Report Configuration Active Active  ~

Page Record Count 20

A Correlation Configuration >

Protocols B SsaveReport

DNS Converter

.

5. Enter data into the following fields:
Report Title: Title of the new report
Report Category: The category to which this report will belong to

Report Table: Logs from which this new report will be created
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Active: To be visible or not

Record Count Per Row: Select the report table row size

6. Select Save Report
7. Select fields and appropriate operator to filter logs

Home - Create Report

& Home / Reports / Create Report

testqa

Settings ~
You are editing this report

< Update Changes .

! (%)
& General Configuration ° )
Report Configuration ~ Report Informations Select Conditions

Report Categories

Reports

Select Fields

J§

Alerts

o)

Schedule

Reports
. 4 Add Condition

Statistics Reports

and v | Syslogsenderip v

Trend Reports

Merge Reports B Ssave Conditions Not Equals
Containg

Not Containg

Toplist Reports

inlist

Compliance Categories
Starts with

Compliance Reports Ends with
is null

Report Configuration is not null
regexp

A Correlation Configuration >

8. Select Save Reports
9. Select appropriate fields to be shown on the screen
10. Enter a name for each column in the Columns Description field

Home - Create Report
#& Home / Reports / Create Report

testqa

Settings ~
You are editing this report

< Update Changes

£ General Configuration o

Reports

[ )

Report Configuration ~ Report Informations

Report Categories

Select Fields

n

Alerts

e}

Schedule

Reports
< ﬂ Information: Firstly, select the fields which take place in the report, then reorder the selected fields

Statistics Reports

Trend R :
fendReports B SaveFields

Merge Reports

—oplist Feports Column Name Calumn Description
Compliance Categories [} Accessgranted access
Compliance Reports m Accessproperties

Feport Configuration in Accessrequested

‘A Correlation Configuration 4 Accesstarger Ttargel

=]

11. Select Save Reports
Creating Statistics Reports
Steps for Creating Statistics Reports
Select Settings
Select Report Configuration

Select Statistics Reports
Select Create Report

PwbNPR
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sl x

Home - Create Report
@& Home / Statistics Reports / Create Report

New Report

Settings ~
You are creating new report

< Update Changes .
(&)
O General Configuration (Z)

Report Configuration ~ Report Informations Select Fields

Report Categories

Reports  Alerts  Schedule

Reports
English Tiirkge
Statistics Reports

Trend Reports Report Tile
Merge Reports
Report Category {Not Selected) Select
Toplist Reports .
A\ If this report will add 1o dashboard, or a pant of a It slect a cateqor
Compliance Categories
Compliance Reports Report Table: Traffic Reports - Top Hosts (Sent + Received)
Report Configuration Active: Active ~
W Comelation Configuration  » Report View Graphic and Table View  ~
i=  Protocols Chart Type Bar Chart ~
pid NS Converter Date Limit Global v
S Log Configuration Limi Row

2t Services Configuration

5. Enter data into the following fields:

Report Title: Title of the new report

Report Category: The category to which this report will belong to

Report Table: Select available statistics parameters from a list

Active: To be visible or not

Report View: Select between graphic and/or table view

Chart Type: Select chart types such as bar chart, line chart, area chart, and column chart

Add to Dashboard: Select this field to display the data on the Dashboard
Trend Report: By selecting this option, data will be grouped by TIME which produces trend reports.

Date Limit: Select a time frame. If the user selects global time, the system will be adjusted to the
system global time, which is configured within the reports module. Other options include:

e last Hour

e Last Day

e last Week

e lLast Month

e Last Three Months
e Last Six Months

e lastYear

Limit Row: Data limit and Row Number

8. Click the Save Report Button
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9. The Select Fields form will be shown on the screen. Select the desired fields to display on the
dashboard or reports. If uncertain, select all the fields.

Creating Report Categories
Report categories are used to group related reports (both log management and statistic data).

Steps for Creating Report Categories

Select Settings

Select Report Configuration
Select Report Categories
Select Add Category

Add Report Category

ok wnN e

B X ©

Home - Report Categories
Reports  Alerts  Schedule

# Home / Configurations / Report Categories / Create Report Category

Settings - Create Report Category

C  Update Changes

~ 3 . English Tiirkge

0 General Configuration

Report Configuration v Report Category

Report Categories Parent Category i3 Select
Reports Active Active ~
Statistics Reports

Trend Reports B SaveCategory

Iderge Bepor:

6. Enter data into the following fields:
Report Category: Name of the new category

Parent Category: Used to create a category under another available category, otherwise select a
Main Category

Active: To be visible or not

Chapter 7: Search

Google like Search

You can interactively explore your data from search page. You have access to every document in
every index that matches the selected index pattern. You can submit search queries, filter the search
results, and view document data. You can also see the number of documents that match the search
query and get field value statistics. If a time field is configured for the selected index pattern, the
distribution of documents over time is displayed in a histogram at the top of the page.
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A System Administrator ~

{y Dashboards  [§) Reports  QQ Search  [i) Compliance % Correlation v {8 UserManagement [T Incident Management ) Maps %) Threat Intelligence & Settings  §PHelp
I ° a na Discover  Visuaize  Dashboard  Sefings @ Last 15 minutes
202,373 hits
Selected Fields July 141h 2016, 17:48:03.236 - Juty 14th 2016, 18:03:03.236 — by 30 seconds
P <
Available Fields n
ACTION
ActionTaken o
AlertActiyType 0
17:40:00 17:50:00 17:51:00 175200 17:52.00 17:54:00 17:55:00 17:56:00 17.57:00 17:58:00 17:50.00 18:00:00 18:01:00 18:02:00 18:023.00

BYTES_COUNT b
- TIME per 30 seconds

BYTES_RECEIVED

A
BYTES_SENT
Time _source

CATEGORY
CallerName b July 14th 2016, 18:02:01.000 psT_PORT: 53 TAMONOMY: TrafficAudit Detail: port3 SRC_ID: 174,333,706 DST_ID: 167,772,334 TIME: July 14th 2016, 18:03:01.00
Er 0 EventInfo: 0 TYPE: traffic DST_INT: port3 SRC_CNTRY: Reserved SUBTYPE: Forward SourcePort: 63,498 MATL_SUBJECT:

STATUSCODE: 0 DSTNAME: 10.0.3.6 Interface: IST_LEVENT ActionTaken: accept SrcName: 10.100.31.10 FROM EMAIL:  DIRECTION: -
ConnectionStatus

LOG_FORMAT: FOPtiGate FH: ISTANBUL SENT PKT: 1 FH_TYPE: FOrtiGate RAWLOG: dare=2016-07-14 Time=18:02:01 devnane=ISTANBUL de
DIRECTICN

Vi HFGEONC2912802245 1001 A=0000000012 Tyne=trafFic subtvpesForward 1evel=notice vA=roor SFeip=10.100.34.10 SFeport-61433 5
DST
DSTNAME * July 14th 2016, 18:03:01.000 proyidersID: 0000000013 PIX_LOG_ID: 0000000013 TRAN_IP: Unkrown SreName: 10.0.3.6 DetectionTime: July 1s4th 2016, 18:03:00.931
DST_CNTRY RCVD: 178 Conmectionstatus: O DST: §.8.8.8 SyslogsenderIP: 10.0.3.2 TIME: July 14th 2016, 18:03:01.000 Interface: port3
ey PRI: notice DST_INT: wani SRC_CNTRY: Reserved Fi: ISTANEUL EVENTTYPE: 0 RULE: 145 SENT PKT: 1 DST_ID: 134,744,072
DSTi\NT s SRC_PORT: SUBTYPE: FortiGate TAXONOMY: TrafficAudit TYPE: traffic SUBTYPE: forward SRC_ID: 167,772,3

- EP 1 LOG_FORMAT: FortiGate T0 EMATL: SRCINT: ports Detail: wani FH TYPE: FortiGate FROM_EMATL: 4

You can search the indices that match the current index pattern by submitting a search from the
Discover page. You can enter simple query strings, use the Lucene query syntax, or use the full JSON-
basedElasticsearch Query DSL.

When you submit a search, the histogram, Documents table, and Fields list are updated to reflect the
search results. The total number of hits (matching documents) is shown in the upper right corner of
the histogram. The Documents table shows the first five hundred hits. By default, the hits are listed
in reverse chronological order, with the newest documents shown first. You can reverse the sort
order by by clicking on the Time column header. You can also sort the table using the values in any
indexed field.

To search your data:
1. Enter a query string in the Search field:

To perform a free text search, simply enter a text string. For example, if you’re searching web server
logs, you could enter safari to search all fields for the term safari.

To search for a value in a specific field, you prefix the value with the name of the field. For example,
you could enter status:200 to limit the results to entries that contain the value 200in the status field.
To search for a range of values, you can use the bracketed range syntax, [START_VALUE TO
END_VALUE]. For example, to find entries that have 4xx status codes, you could enter status:[400 TO
499].

To specify more complex search criteria, you can use the Boolean operators AND, OR, and NOT. For
example, to find entries that have 4xx status codes and have an extension of php or html, you could

enter status:[400 TO 499] AND (extension:php OR extension:html).
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NOTE

These examples use the Lucene query syntax. You can also submit queries using the Elasticsearch
Query DSL. For examples, see query string syntax in the Elasticsearch Reference.

2. Press Enter or click the Search button to submit your search query.

Structured Search
The Search tab offers numerous options for making data searches more precise and efficient in
regards to the Aggregated Logs Database.

In Advanced Search, the user can search logs for selected devices from the aggregated logs database,
in addition to defining matching criteria.

Sample search criteria for the Aggregated Logs Database include: Protocol, Source, Destination, User,
Virus, Attack, URL, Rule, Category, sender mail address, logon type, etc.

In general, sample Log search criteria can be the following:

Criteria Description

Refers to the list of protocols and protocol identifiers that are available in the
Protocol |Protocol Groups page (Settings >> Protocol Groups)
example: 8554 /tcp, rtsp, IPSec

Refers to the source host name or IP address (also in CIDR format) from which

Source ..

requests originated
... |Refers to the destination host name or IP address (also in CIDR format) to

Destination| | .
which requests were sent

User Refers to the authenticated user name required by some firewalls
example: John, Kate

. Refers to the virus name.

Virus . .
examples: JS/Exception, W32/Mitglieder
Refers to the attack name.

Attack

examples: UDP Snort, IP Spoof
Severity  |Refers to the event severity

URL Refers to the URL desired to search

Status Refers to the event status

Rule Refers to the Firewall Rule desired to search

VPN Refers to the VPN details

Duration |Refers to the duration reference in the log

Bytes Refers to the bytes transferred information in the log
Category |Refers to the log category

Device Refers to the device from which logs are collected

Message |Refers to the log message texts stored in the database (DB)
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VPN Group Refers to the VPN group details

e If the search string exists, then the search result will be intelligently displayed based on the
report category in which it occurred.

e By default, the search is carried out for the time period selected in the Global Calendar
present .

Chapter 8: Correlation
Why Use Correlation?

Correlation allows users to:

e Reduce the mass of information to monitor

e Compensate for inconsistency among security device-generated messages
e Automate the response after receiving a message

e Enhance the quality of the diagnosis

To Reduce the Amount of Information to Monitor

Security administrators and analysts are facing a mass load of information coming from numerous
security devices. This quantity of information cannot be easily monitored, therefore a grouping
method must be applied to the various messages. Correlation rules allow for this type of bundling.

To Automate the Response after Receiving a Message
Once correlation has been performed and according to the configuration of the correlation rule, an
immediate action can take place such as the:

e Automatic creation of an alert

e Modification of the event’s severity

e Sending of an alert or event from one SMP to another in a multi-instance environment
e Mailing of the event to contacts

e Automatic creation of an incident from the alert

e Creation of a scenario based on rules

To Enhance the Quality of the Diagnosis

By using the Asset Database, the correlation process can meet a user’s business security demand.
Once a user’s business environment has been correctly configured in SurelLog (vulnerabilities, list of
computers, etc.) and with the help of the events generated by vulnerability scanners, a user can
obtain an alert with information about the installed base. Therefore, an alert linked with a critical
server from the asset database will be considered more important than an alert about a less sensitive
server. Its severity will be modified and the alert will be processed by priority. The information
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contained in the asset database will also be taken into account to fill the alerts’ messages such as the
IP address of a workstation.

To Compensate for the Lack of Consistency among Security Device-Generated Messages

Messages generated by equipment are very different. Through correlation and standardization,
messages will be classified so that events with the same information will always have the same
description.

For example, if a detected port scan occurs, the following happens:

e a Checkpoint firewall will generate a Port Scanning message
e a NetASQfirewall will generate a Possible port scan message
e aSnort detection probe will generate a Port Scan detected message

Therefore, all these events can be correlated into one alert, simply titled “Port Scan”.

SureLog Correlation GUI

The Correlation view is used to create, configure, and manage a user’s rules. Rules are used to
monitor and respond to alert traffic. They permit for an automatic notification or response to
security events in real-time, whether a user is monitoring the WEB Console or not. When an alert or a
series of alerts meets a rule's conditions, the rule automatically takes action. This includes actions
like notifying the appropriate users or performing a particular active response. A user can use the
view's Rule Creation tool to create custom rules and variations to any existing rules.

The SurelLog also comes equipped with a set of preconfigured rules that a user can begin using
immediately. Moreover, a user can work with the view's Rule Creation tool to create custom rules
and variations on any existing rules.

In addition, SurelLog allows users to work with preconfigured template rules or create rules using a
wizard. For those users with java knowledge, SurelLog allows code development.

SurelLog Advanced Correlation Engine

A correlation engine is a software application that programmatically understands relationships.
Correlation engines are used in systems ‘security tools to aggregate, normalize, and analyze event log
data using predictive analytics and “fuzzy” logic to alert the system administrator when there is a
problem or risk.

Sample Correlation Rules

The following are sample correlation rules supported by SureLog”

User Authentication

e Alert on 5 or more failed logins in 1 minute on a single user ID

54



Attacks on the Network

e Alert on 15 or more Firewall Drop/Reject/Deny Events from a single IP Address in one minute
e Alert on 3 or more IPS Alerts from a single IP Address in five minutes

Virus Detection/Removal

e Alert when a single host sees an identifiable piece of malware

e Alert when a single host fails to clean malware within 1 hour of detection

e Alert when a single host connects to 50 or more unique targets in 1 minute

e Alert when 5 or more hosts on the same subnet trigger the same Malware Signature (AV or
IPS) within a 1 hour interval

Web Server

e Files with executable extensions (cgi, asp, aspx, jar, php, exe, com, cmd, sh, bat) are posted
to a web server from an external source

Black-listed applications

e Alert when an unauthorized application (e.g. TeamViewer, Logmeln, Nmap, Nessus, etc.) is
run on any host

Monitored Log Sources

e Alert when a monitored log source has not sent an event in 1 Hour

User Activity Reports

e All Active User Accounts (any successful login grouped by account name in the past XX days)
e Active User List by Authentication type
a) VPN Users
b) Active Directory Users
c) Infrastructure Device Access (Firewalls, Routers, Switches, IPS)
e User Creation, Deletion, and Modification (A list of all user accounts created, deleted, or
modified)
e Access by any Default Account — (Guest, Root, Administrator, or other default account usage)

e Password resets by admin accounts in the past 7 days.

Access Reports

e Access to any protected/monitored device by an untrusted network
a) VPN Access to Server Zone
b) Access by a Foreign Network to Server Zone

Malware

o Alist of host addresses for any identified malware or attack - grouped by malware name
e A count of any given malware (grouped by Anti-Virus Signature) over the past XX days
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Email activity

e Top 10 email subjects

e Top 10 addresses to send email

e Top 10 addresses to receive email

e Top 10 addresses to send email with the largest total size (MB)

e Top 10 addresses to receive email with the largest total size (MB)

Web Content

e Top 10 destinations by domain name

e Top 10 blocked destinations by domain name

e Top 10 blocked sources by IP address

e Top 10 blocked categories

e Total sent and received bytes grouped by IP addresses

User Account activity

e Top 10 failed logins

Out-of-the-Box Correlation Rules

SurelLog provides more than 450 pre-defined rules on various categories such as Group Management,
User Management, Machine Management, Authentication, Windows Firewall rules, Authorization,
Audit Policy, and Software Management.

The SurelLog Correlation engine is different and very powerful while containing simple rules such as:
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Rule

Surelog has also more complex rules that:

1.

10.
11.
12.

Look for a new account being created followed by immediate authentication activity from
that same account. It would detect the backdoor account creation followed by the account
being used to telnet back into the system

Check whether the source of an attack was previously the destination of an attack (within 15
minutes)

Check whether there are 5 events from host firewalls with severity 4 or greater in 10 minutes
between the same source and destination IP

Detect an unusual condition where a source has authentication failures at a host, but is not
followed by a successful authentication at the same host within 2 hours

Detect the same source having excessive logon failures at distinct hosts

Look for a new account being created, followed shortly by access/authentication failure
activity from the same account

Detect potential server compromise

Detect logon attempts to disabled accounts

Detect account lockout caused by excessive logon failures

Monitor new service installation

Monitor system access outside of business hours

Detect an unusual condition where a source has authentication failures at a host, is not
followed by a successful authentication at the same host within 2 hours
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Advantages of SureLog Correlation Engine

Below are some advantages of SurelLog:

It’s fast-Supports 50,000 EPS with thousands of rules

It can trace multiple logs with different types within a defined time frame. A sample rule to
support this advantage is: Detect an unusual condition where a source has authentication
failures at a host, but is not followed by successful authentication at the same host within 2
hours

It can correlate different logs (Example: Windows User Creation Event and Telnet Event)
according to related fields. A sample rule to support this advantage is: Look for a new
account being created followed by immediate authentication activity from that same
account. It would detect the backdoor account creation followed by the account being used
to telnet back into the system

It can trace a log being created with desired parameters or not. A sample rule to support this
advantage is: Detect an unusual condition where a source has authentication failures at a
host, is not followed by a successful authentication at the same host within 2 hours

It can audit privileged user activity such as new account creation for greater operational
transparency

It can correlate privileged user behavior with specific network activity. A sample rule to
support this advantage is: Look for a new account being created followed by immediate
authentication activity from that same account. It would detect the backdoor account
creation followed by the account being used to telnet back into the system

Its correlation rule editor is simple to use
It has multiple filtering options

It has a compression-based correlation feature: SureLog can monitor multiple occurrences of
the same event, removes redundancies, and reports them as a single event

It has a threshold-based correlation: SureLog has a threshold to trigger a report when a
specified number of similar events occur

It has a filter-based correlation: SurelLog Inspects each event to determine if it matches a
pattern defined by a regular expression. If a match is found, an action may be triggered as
specified in the rule.

It has a sequence-based correlation: SureLog helps establish causality of events. Events can

be correlated based on specific sequential relationships. For example, synchronizing multiple
events such as “Event A” being followed by “Event B” to trigger an action.
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Template Rules

Its time-based correlation is useful for correlating events that have specific time-based
relationships. Some problems can be determined only through temporal correlation. For

example, time-based correlation can be used to implement cleanup rules given a specific
interval

Template rules are preconfigured rules. The SureLog platform comes with a set of preconfigured
rules that users can begin using immediately:

4 Deroosres [ Aesoms QU Seswn ) Complence 4 Comsieton
Home - Correlation

# Home / Coreletion / All Rules

8 UserMensgemem [ incident Mensgement ) Mepe

& Trzat Inteligence

© Serings  EHep >

Reports

* o

Btz Schedule

Carrelgtion Groups v RueType  Rule Name

windows File Management

[ | Tempiste  File Montoring by Source .
[ | Templmie | File Monitoring by Source U
[] | Templste | File Monitoring by Source U
[ | Tempiete | File Montoring

[] | Templste  FilePrintea

]

Tempiste File Asssased

Totel 6 recorals) founa!

Rule Deacrigtion

File Monvtaring by Source Computer

File Monit
File Monitoring
File Monvtaring
File Frintea

File Acszaazg

uroe User Source Computer

Fule Category

Wingows = File Management

p

Wingaws > File Mansgement

Wingaws > File Mansgement

& = File Managemen:

= File Management

 » File Management

[ A i
REEREER

Steps for using template rules:

1. Select Correlation

2. Select correlation group from the left pane

3. Select a sub-rule category
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Home - Cormrelation

# Horme / Comrelation / All Rules

Correlation Groups ~

+=lilmod

ALUTMENT

Windown Finewal
Aurtnorizetian

Audit Poliay

-Softwers Management
Anoeno Viclation

File Menagement

- ik bdans pement

Peooword Management
Service Manags t
-Performence Manitaring
File Replicetian
Windown File Protestion
-Printer

Syotem Uptime

NTDS Defragmentetion
Heteark

Hardwere Erroro

2 Performanoe Monitaring
B Threat intelligenoe
Hdenemel

[E] Expert

Show All Rules

4, Select arule, then select the Edit button
5. Edit the required fields:

e Rule Category

o Rule Name

e Rule Description
e Username

e Computer name

Steps for cloning template rules:

1. Select Correlation
2. Select Template from the left pane
3. Select a sub-rule category
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=4 Correlation

H-Firewalls
General Applications
WEE Server

E-Metwaork Manitor

--C:isu::n:u

"'-."l."i ndows
--F’er‘nrmance Monitoring
& Threat Intelligence

B Exper

4. Select a rule and then select the Copy Rule button
5. Enter data into the Rule Name and Rule Description fields

Copy Rule

Rule Hame

Rule Desoription

Co | o

Chapter 9: Creating Custom Correlation Rules

A user can create rules by using template rules or the wizard.
To create rules using the wizard:

1. Open the Correlation pane.
2. Click the Create Rule button
3. Enter datainto the Rule Name and Rule Description fields (required)
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Add Rule

LOG BEHAVIORAL

Observed Rule Threshold Rule Trend Monitor Rule Statistics Rule
«d Creste Rule «f Create Rule v «d Create Rule «f Create Rule v
MONITORING LIsT EXPERT

Value Changed Rule Never Seen Before Rule Add List Rule Expert Rule

<A Create Rule <@ Create Rule <A Create Rule <@ Create Rule ~

Observed Rule

For Observed Rule, you should fill related fields:

Mew Rule

Group )| Categories .| Time Restriction .
Fiule Categary w4 Selact B
-m Expire Time =

Rule Degeription \’, ke 10m 10=

@ Aca Ooject

@ GeneralComelationDbject [1] u

And <+ Accessgrentsd = || Equals

Advenced Configuretion

ﬂ Save Rule

The user can also set rule priority. To set rule priority:
1. Open the correlation rule view.

2. Click the Advanced Configuration

3. Set the priority value as follows
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The rules running order can be set by priority values. If the priority value is set to the smallest
value for a rule. That rule runs firstly.

4. The rule considered previous Flow type as time and count (this time and count determined
in flow frame in ms or number )

¥ Advenced Configuretion

FLOW CONFIGURATION

Flaw Type Time .

I Flow Frame 1 I

CONFIGURATION

Rule Priority

Comelstion Engine

[] Conver: Lowercase

Caze Senaitive

5. Click the Add Object button

Add Object

Juject Names

Geners/CorreletionDbject

Onject Type

6. Select the log fields (each log type has its own fields)

TIEE T

7. Select save to save the changes.

Group ANl Categories - Time Restriction
Rule Category 2 Select Windows Starta Time 2 | 6077097100
B0 LBEr to Windowe BAmin group Expire Time =
File Description I If & user sdded to sdministrator group the rule will be ectiveted Timer \') Th
A
® Aca Duject L
(#® GeneralCorrelationDbject [1]
And r | Evenicoode r | Equalz = 472 ®
And + Groupniame r  Matches . *Aaminia* b
# Agvenced Configuretion
FLOW CONFIGLURATION CONFIGURATION
Flow Type Time - Fule Priosity 0
Eluctame Couslation Eoning [ lCoouantlouarcazs

After saving the rule, the rule is listed in Correlation rules list as shown in the following figure:
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# Home / Comeletion / All Rules
Correlgtion
Correlation Groups ~ RueType  RuleName Rule Degcription Rule Category
[ izar sccuser to windows samin... | If uaer sdced to sdminiatrator group the rule wil be sctivated Wingows
[] Template 1P Repusation Monitor 1P Regusation Monicor Threst Inteliigence » P Reputstion List
[ Templet Mutiple Logon Failures Sem | Detecta asme couros naving sxceseive login faiures et the same aestination host out multiple sosea Violston
[] Templete Suspicious Logon Fedureno. | Detects an unueual condition wnere & aource nas authentication feilures &t a host but metia Wingows » Accesa Violstion

You can copy, edit, and delete any rule as shown in the figure above.

Note the available logic operators:

Mot Bouals

Matches

Mot Matches

Sterts with

Ends with

a null

& not null

P Range Equals

P Range Mot Eguale

mlist

nat in fist

gtarta with in Eat

not starte with in Eat

mat starts with in Bet case insensitive
conteing string in liat

conteing string in list cese insenstive
conteing ligt key in dete

nat comteing string in list

not conteing tring in list ceae insensitiv
8 conteied in atring

regex in liat

Conteing

Containeg in list

not conteing in list

Relations Between Logs
1. If the user wishes to define relations between logs, they can add another log object

Add Object %

Object Name Windows Logs Y

Object Sub Tpe A

Logon
Logoff
Failed Logon =
Thrashold
After Time 7
After Time 10 Minuts ¥

2. If the user wishes to establish a time relation between logs, select After Time. A sample rule
that can be used in this scenario would be: Detect a Firewall attack caused by user test and in
10 minutes if user test logs into Windows machine.

3. The user can connect log objects with AND, OR, or NOT logic operators as shown below:

64



Mew Rule

4. The user can then link multiple logs by selecting the link button

with each other. The user can link as many fields as they require.

Group All Categorien - Time Restriction -
Fule Category w Select Others Starts Time =
Fiule Name Detection NEswork amack CEUSed Dy the user test Expire Time =
Fule Description Eirgwsll sttac coussd by user imes Q &
F
@ Aad Ovject
(¥ GeneralCorrelationObject [1] n
And <+ Type = Equalz sttack X
And + | Souncesccount « | Equals * || test X
And -
(® GeneralCormelationObject [2] After 10m n
And - Logtype - || Equalz 7 Fl o=
And = || Sourcesccount r || Equals GenersiCorreletiondoject [115 42 x
Advenced Configuretion
B Save Rule

and connect log fields

GeneralCorrelationObject[2] Sourceaccount is linked to the GeneralCorrelationObject[1]
Sourceaccount with link button as shown in the figure below:

5. Windows login condition shown in figure above can also be ensured by using taxonomy in
the condition. This way, the login condition is instructed to taxonomy module as Windows
login. There are 1536 taxonomy groups in SureLog. The users can use different taxonomies in
formulating their rules. The Window login condition is ensured with taxonomy as shown in
the figure below:

(¥) GeneralCorrelationObject [2] After 10m

And - || Taxonormy «  BEquals . o X
I LT EL AU LS sl e l=y

And = || Sourcesccount «  BEgualsz . -

: nformational Authentication

nformational Authentication.Failed

Aavenced Configuretion

i i I nformational Authentication. Succeeded I
nformational OHCP

H Save Rule
nformational DHCPAck
nformational DHCP Digcover
rrfn'w OHCP e
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Treshold Rule
For Treshold Rule, you can chose two option which are count and sum threshold rule :

Count Treshold Rule

In Count threshold rule you can fill related fields;

Add Object

Otject Name GeneralComelationOoject
Onject Type

Thrashold

Tima Minute
Event Count

Came EVents Equal or Bigger Than
Equals

Different Events

Smaller Than
Equal or Smaller Than

Mone selected

Mane gelected

New Rule

Group Al Categariea
Rule Category T SElect

Fule Neme

Rule Description

{® Aod Ouject
® GeneralComelationObject [1)Time:5m Event Count=100)
Advenced Configuretion

H Save Rule

- Time Restriction

Starz Time

Expére Time

imner

B

i

@En

The only difference count threshold rule from sum threshold rule is related to upon to

database field which is shown below;

Count threshold rule triggers when specified number of similar events occur
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Sum Threshold Rule

Add Object E
Object Neme .
Object Type .
Thrasnald -

Time Milizecond -
Evert Count AccesalGranted « | Bipger Than -
Same Events Different Events
Mone zelected b Mone gelected -

Example of threshold rule;
Attack firewall from different sources
15 attack packets are directed to firewall from different destination machine to same source
machine in one minute
e Select the log fields (each log type has its own fields)

Add Object X
Thraznold «
Time | Minute .
Event Count Bigger Than «|| 15
Same Events Different Events
SourceMachine bl DestinationMachine bl
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New Rule

Group Al Categorien
FRule Categary T Select Firewslls
Fiule Neme Attack firewsll from different sources

Fiule Bescription 15 attack packets &re directed to firewsll to 2ame scurcemaching from

different degtinaticnmechine in one minute

Time Restriction

Startz Time
Expire Time
Tirner

4
(@ Aod Ovject
(® GeneralCorrelationDbject [2](Time1m Event Count=13)
And < Type *  Equalz T | sttack X
O« Type «  [Equalz - | drop X

Advenced Configuration

B Save Rule

i}

i

-

'\."

Trend Monitor Rule

The rule runs for last 5 day data( every 6 hour period of evalution frequency like cronjob)

that Sourceaccounts are failed authentication in taxonomy

MNew Rule

Group Al Categories
Rule Cetegary - Jelect
Fule Neme

FRiule Description

(¥ GeneralCorrelationObject [1]

And o+ Taxonommy *  Eguals * | Feileghutnentication

Samipling Source

(@) Lesm Resltime () UseDB
Bazeine Time Pariod 5 Dey -
Trend Monitoring Paraneter Soumcednzount -
Clear List |:| Clear Previous Trend List
Same Events
Mone salected W

Advenced Configurstion

B Save Rule

Time Regtriction
Startz Time
Expire Time

Evalution Freguency

Different Events

None selected

it}

-

i

6h

Statistic Rule
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Statistic Count Rule

Example:

It calculates count of last 7 day data which taxonomy equals AuthSuspicious of

Accessgranted.

Rule which calculates 20 percent of AccessGranted data has standard deviation, is triggered.
Generally evalution Frecuency like cronjob and its value same as Baseline Time Period value
and Monitoring Period value same as Live Time Period value.
You can reach this value in realtime by using memory or database

Parameter

Same Events

None selected

Advanced Configuration

Start and End time of the rulej

Keyword:

DDosS
User-Defing

ools

Exceptions

like Cronjob

Different Events

None selected

New Rule
Group All categories *  Time Restriction
Rule Category £ select i}
Rule Name i)
Rule Description
&
@ GeneralComelationObject [1]
And * Taxenomy T Eguals T AuthSuspicious x
(®) Leam Resitime () UseDa8 Evalution Frequency ' ad
Baseline Time Period 2 Day v ranitoring Period O oTd
Live Time Period 7 Day v Waiting Period s
»
Trend Monitoring AccessGranted T

Statistic Average Rule

Apart from statistic count rule you can choose one of the scientific statistic calculation in

combobox
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New Rule

Fule Description

(® GeneralComelationDbject [1]

Sempiing Source
Bssekine Time Period
Live Time Perioa

Threshoid

Group Al Categories
Fule Categary - Select
Fule Name

(@) Leem Resitime

Milisecong -

Milisecond «

) Us=DB

Devistion Dparator

Deviation Fiela

| Beristen Tyes ] |/ Popuistion stanaera peviasic -

same Events

Hone sslected

2gvanced Canfigurstion

B seveRue

Time Restriction

Sterta Time

Expire Time

Evalution Frequancy
Monitoring Period

Waiting Periog

Different Events

None zelected

B

Keywords
DDoS
User-Defined
Tools

Exceptions

Value Changed Rule

Apart from other correlation rules the main difference is that change parameter.it is

triggered when this parameter value changes.

Mew Rule

Rule Degcription

Group 4| Categories
Rule Categary w Select
Rule Neme

@ GeneralComelstionObject [1]

Farameter

Ancesabranted

Same Events

Mone sslectsd

Agvenced Configurstion

B Save Rule

Time Restriction
Starts Time
Expire Time

Evalution Freguency

A

-
(Lt

Never Seen Before Rule

It is triggered when this parameter never seen before in log flow.

Example :

Warn if sourcemachine ip never seen before
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Mew Rule

Group Al Categories . Time Reztriction -
Rule Category Select Firewslle I Starta Time 8= I
Fule Neme wamif zource machingip changad Expire Time =
Rile Dezcription if source mashing ip c'ange::] F.-al ution Fraquency L | B I
A4

@ GeneralCorrelationDbject [1]

|ararre'.e' tg-:euac' e -

Same Events

Mone selected b

Agwenced Configurstion

B Save Rule

Add List Rule

You can create list from
Setting = Correlation Configuration—> Define List

Add New Configuration *
Mame blacxiplist
Velues 10101010
10.20.20.20
s
Time to Live : Foraver -
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Mew Rule

Group All Categories *  Time Restriction
Rule Categary + select Firewslis Starts Time fff | 2016-07-20 16:29
" Rule Name wiam if destinationmaching ip is in blacklist I Expire Time =

o)
-

Rule Description | warn if destinationmachine ip is in blacklist Evalution 2| 6h
Frequency

(@ GeneralComelationobject [1]

and * | Destingticnmachine = inlist v blackiplist Tox

I List Name blackiplist I

Expirs List Time [ Expire List
[ last 7 day data
Easeline Time Peried T v
Trend Monitoring Parameter - -
“—l monitoring parameter l

Same Events Different Events

DestinationiMachine

None selected v Naone selected

# advanced Configuration

Expert Rule
You can write rule by yourself with using SQL Statement and java code

Example with sql statement
upon to top 25 Source Machine last day’s amount of sent data(byte)

SQL query

SELECT SourceMachine,DATE_FORMAT(TIME,'%d-%m-%Y'),SUM(SENT) FROM
“taxonomy_object” WHERE TIME BETWEEN DATE_SUB(NOW(), INTERVAL 1 DAY) AND
NOW/()GROUP BY SourceMachine,DATE_FORMAT(TIME,'%d-%m-%Y')ORDER BY 3 DESC LIMIT
25
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Mew Rule

Group All Categoriea - Time Restriction

Rule Category T Selact Startz Time

Fiule Neme upon to top 25 Source Macnine |ast dey's sent amount of date I Expira Time &=

FRiule Description Timer e h

SOL Query

Output will be like below
3 SELECT SourceMachine, DATE FORMAT (TIME, '$d-3%m-3¥'), SUM (SENT) FROH

= 1 Result 8 ARGEY T 3 Mess = 4 Table Data o 5 Info

o | [Readony) v BB E TR EEE

O | SourceMachine |DATE_FORMAT (TIME, '3d-%m-3Y') | Sum(SENT)

[ (94.79.91.194 17-07-201& 4095537505
O |7e.166.182.78 17-07-201& 1926483056
0 [g2.222.92.7 [L6-07-2016 | 1635925092
[ 2a6.224.94.102 16-07-2016 1268769748
O [185.142.78.170 16-07-201& 1196925191
O |95.7.31.232 16-07-201& 11458085126
[ e6.2453.93.88 16-07-2016 1071419135
O |7e.161.178.231 16-07-2016 1053224032
[ |e6.2459.95.92 16-07-201& 1048342470
] oo oy & i o

zalart SnnirreMarhine MATEF FARMATITTMF '24Ad-2Lm-20Y") Som(SFMNTY FROM © tawnnn

Chapter 10: Alerts
Activating an alert

SurelLog only uses activated alerts and ignores all other alerts. Therefore, SureLog cannot use alerts
until the user activates them. This is done by using the Alerts menu and activating selected alerts.
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To enable alerts:

Open the Alerts view

. Inthe left pane, select the desired to alerts enable

In the Alerts grid, select the alerts (or alerts) for activation

. Enable the alerts as follows:

To enable a single alert, click the Activate Selected button

To enable multiple rules, select the alerts first and then click the Activate Selected button

The in the below shows how the users activate multiple alerts:
1. Select the alerts to be activated

2. Select Activate Selected button
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The figure in the below shows activation of the alerts after the steps pointed out above:
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Note that in case a rule is updated, an alert related with that rule should be re-activated.

To add an alert for a rule:
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1. Open the Alerts view
2. Inthe left pane, select Add New Alert button

i compisncs

Qs

[

(3 fepsne

Home - Correlation

A Home / Comelation / Alerte

S

2 x @
Reports | Alens | Soneaule

Alerts

n 203 Next

2lert Groups - Alert Heme. Alest Dessription Alert Category Status Eit

. [ | MewworcnsosDetcton | DeteccF causeq by uoer test ana in 10 minures f user teat ogs imo winaone mecnine in Alerto [cfo]

[ Wam fiertne system diosi. Ve After s aystem sosk s hanged, in 3 miniea & user 8 sdded n sein group jerta HE

O | Wemif Werm, i1 sivedin cne minute e [Frcen | [cio]

[ | Wam.ifeysiogsenvice inlin. | Wem,if syslog service in linw ie stoppes =3 [cjo)

Snow All Alerts. _ -
3. Enter a name and description for the alert as shown in the figure below
X

Add Alert

(&

Alert Information Alert
Alert Marme *
Metwork Atteck Detection

Alert Deacription *

Detect Firewall Attack cewsed by uger teat and in 10 minutes if user test boge into windowsa mechine

Alert Category * Riizx Factor

5 Select Admin Alerta 'IZI:|
Group Riok Teotor velue ohould be in range of 0-1000
All Cetegories "

4. Select Add Rule Tab in the figure above to add a rule

Here the user can select From Wizard to add a custom rule or From Template to add a template

rule in the figure below
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Add alert kS

Alert Information Alert Rulea Alert Actions

Suzpend rule after fire

Group 1 @

'« From Wizard

‘= From Ternpdate

Previous m

5. Select From Wizard to add the custom rule
6. Mark the rule from the list and select Add
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Add Rule

Rule Name Rule Description

Teat et

Mark Send E-mail so that the alert can be sent to the user via E-mail
Mark Send to Group so that the alert can be sent to group via E-mail
Enter a subject line for E-mail

. Mark Add Date and Add Alert Name to include date and alert name in the E-mail
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Add Alert

* SEMD E-MAIL

Emngil Addraga
deatek@anetyazilim.com.r
Subject

Test
EXECUTE COMMAND
ADD TO LIST

ADD TO TASK

Alert Rules Alert Actiona

# Send to Group

Seect .

< Add Date

« Add Alert Name

11. Select Add Attributes to add attributes to E-mail
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Add Attribute

« fegt -
« togt -
# tagt -
+ tagt-
« fegt -
fegt -
test -
test -

12. Select the relevant attributes

GeneralCorrelationOoject [1] AccesaGranted
GeneralCorrelationCnject [1] AcceszaProperties
GenaralCorrelationOnject [1] AccezaRequested
GeneralCorrelationDnject [1] AccezaTergst
GeneralCorrelationOoject [1] ActionTaxen
GeneralCormelationCnject [1] AlertdctivityType
GenaralCarrelationOnject [1] AuthPackage
GeneralCorrelationOnject [1] CallerGroug

13. Select Add button to add the selected attributes
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Add Alert

Alert Rules Alert Actiona

* SEMD E-MAIL

Ernail Addraza # Send to Group
destek@anetyazilim.com.r Select r

Sunject « AodDate

Aod Attribute to Email « Add Alert MName

EXECUTE COMMAND
ADD TO LIST

ADD TO TASK

14. Select Submit Tab to save the alert

15. Check that the alert is appeared in the Alerts list as shown in the figure below:
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Surelg
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O wamr = =an ene minte sarmin e =3
[] | Wam.ifeyslog service inlin Wam. if eyslog service in linux ie atoppea Aamin Alerte =3
= T S o

16. Mark the check box in front of the alert name and select Activate Selected button to activate
the alert.
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The users can set suspend time for a rule to limit mail sending rate. This situation can be
explained with the following sample scenario:

Warn once, if more than 100 packets are blocked by UTM/Firewall device from the same
source IP in one minute and don’t warn again within an hour. (Millions of packets are
blocked in case of DDOS attack. If mails are sent for all those warnings, you are exposed to
yourself DDOS attack.)

The user can set suspend time as 1 hour for the sample scenario explained above as shown in
the figure below:

Add Alert kS

| &)

Alert Information Alert Rules Alert Actions
Alert Mame *
‘Warn once, if more then 100 packete are blocked by UTMYFirewall device from the same source [P in one minute and do

Alert Description *

Alert Cetegory * Riizx Factor

= Select

Group

All Categories .
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Add alert kS

Alert Information Alert Rulea Alert Actions
¥ Suspend rule after fire
EA:HBm.p :
Hou N
Group 1 ®- x
| ] ‘Wizard et Tent X

Previous m

The user can combine multiple correlation rules in an alert as shown in the figure below:
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Add Alert

At o Alert Rulea

Group 1

Template

Template

=2 Mutual Persmeters

Multiple Logon Failures Seme 5.

Suapicious Logon Failure no fol...

¥ Suspend rule after fire

Detects same source navi g exc.. x

Detacts an unusual condition w... x

Previous m

The user can add time period for consecutive rules as shown in the figure below:
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Time Options

# After Time

According to figure shown above, the first rule will run firstly and in 5 minutes the second rule will
run. The running of all these rules triggers the alert.

Chapter 11: User Management

The new user accounts can be created in SureLog and the management domain of each user account
can be limited for specific tasks. We can either add the users which handle similar tasks in the system
to standard groups such as All Categories, Firewall Categories, and Default or to custom created
groups such as Linux, Network, System, and Security as shown in the following figure. We can add
specific roles to groups to limit users domain areas in SurelLog.

£ Decrooerse [ Reporie QL Searcn (1) Compliance % Comelston = 8 User Mansgement  [Sincident Management  #) Mape Y Toreat Inalligence ) Sertings EHelp ~
B L <]
Home - User Management
Reports  Mlertz  Soreaule
A Home | Secuity / Usera
User Management - users & Aaa User
_ Usemame Full Mame Email Fole S s fctive £
admin System Administrstor destek@enetyazilim com.ir ROLE_ADMIN All Categories True A m)
Aol
@ roee manitaring densme [ra—— ROLE_ADMIN m— e Bo
3 Groups tmak_ueer TeskMeneger User ‘task@anetyazilim.com.ir ROLE_USER Al Cetegories True [=q o)
user User anesDanetyazilim.com.tr ROLE_USER Firewsl| Categories True BE
Tatel 4 recorofs) found!

To create a new user:
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1. Select Add User button
2. Enter the following configurations into the appropriate fields:

Add Mew User *®
Usemame : usarl
Peegword: | ...
Pesgword | ...
(Confirm) :
Full Heme usarl
Emil : uzer] [Dienstyazilimcom.tr
Fole ROLE_USER -
Grawg : winoowe &
la Active — . - .

(®) Active () Pasaive
[=]

To create a new group:

1. Select Group from User Management
2. Enter the following configurations into the appropriate fields:

Add Group 3
nformation Authonizetion
Wame winoows
Cetegories Cron J,:,bs_- -

& Windows Reports
¥ Metwork Share Reporta
# Logon Activities
« Filz Menagement
# Object
# Usar Management
# Group Manegement -

& Active | (®) Active () Passive

= Admin? Ty Y¥es ()Mo

The user can be authorized on from which sources they will get logs as shown in the figure below:
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Add Group *®
formation Authonizetion
SysLogSenderlP Equals .
Resource Equals .
Computer Marme Equals .
Uzemname Equals .
File Equals "
Source |P Equals .
Destination IP Equals .

Chapter 12: Incident Management

Incident management (IcM) is describing the activities of an organization to identify, analyze, and
correct hazards to prevent a future re-occurrence. These incidents within a structured organization
are normally dealt with by either an Incident Response Team (IRT), or an Incident Management Team
(IMT). These are often designated before hand, or during the event and are placed in control of the
organization whilst the incident is dealt with, to restore normal functions.

An incident is an event that could lead to loss of, or disruption to, an organization's operations,
services or functions. If not managed an incident can escalate into an emergency, crisis or a disaster.
Incident management is therefore the process of limiting the potential disruption caused by such an
event, followed by a return to business as usual.

From ITIL point of view, the activities of Incident Management are:

Identification - detect or reported the incident

Registration - the incident is registered in an ICM System

Categorization - the incident is categorized by priority, SLA etc. attributes defined above
Prioritization - the incident is prioritized for better utilization of the resources and the
Support Staff time

Diagnosis - reveal the full symptom of the incident

Escalation - should the Support Staff need support from other organizational units
Investigation and diagnosis - if no existing solution from the past could be found the incident
is investigated and root cause found

Resolution and recovery - once the solution is found the incident is resolved

Incident closure - the registry entry of the incident in the ICM System is closed by providing
the end-status of the incident

Example:

When you detect a problem Malicious.Virus via periviously adjusted as alarm or scheduled
report, you can create a task as below,

86


https://en.wikipedia.org/wiki/ITIL

O Desnomoe [ Amots Q Sesn 4 Compisnce 4 Comsienion 8 Userlemsgemsmt  [FincioentMensgemert  §) Maps ) Teset eligence @ semings @3Hen -

Home - Incident Management

A Home / Incident Mansgement

seascHTASK ~

Create Task

Title Malicious.Virus

Desceipicn Tnie gttee ase & serious sesurity threet. You hould feke immediate sction o ctop ny damege or prevent further demege from heopening

GLAN der =02 b oot meg=Beinet GAC Communigation.
B AT 1708 cstpart=a0 prot iprepuretion
srzcere=50 o
3 Active Tesks 0
[ CloseaTasks
“

P Priority Hign
& hesigneatome o E
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@ Settings =]
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Save Task

Heome - Incident Management
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SEARCH TaSKC - Fiter ¥ ByDse~  |F ByStwe~ |l ByProriy -
#16. Malicious Virus = 17 Temmuz 2016
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L3 Active Tasks 5] Dus: 1 Day Ozen =~

53 o
[3 Closea Tasks
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{5} Settings

COMPLETENESS 5TATS v
High Priority 100%

Chapter 13: Threat Intelligence

The total “campaign” involved in an advanced threat scenario may lead us to ask such questions as:
“Who is targeting us?” “What methods are they using?” and “What systems are they after?”
Understanding what you want to know about threat actors and their methods, and how to prevent
or detect attacks, can help immensely when shaping policies and actions and allotting time to
mitigate.

When IP Reputation Monitor correlation rules is triggered ,source and destination IPs are search in
threat intelligence URL’s and warning us via e-mail.
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Chapter 14: Settings

The settings section, the settings section includes all the
SurelLog. To mention for each setting in this section:

The Update Changes

necessary settings for

The Update change section: updates the latest changes made in the system.

After any configuration change, the changes must be applied
Steps for filtering logs:

o Select Settings
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e Then select the option to update changes

Changing Theme
Steps for changing theme, company name, Logo, etc.:

1. Select Settings
2. Enter General Settings

General Configuration

The report configuration section, you can take different reports such as statistics reports, Trend
reports, Merge reports, Top list reports, and compliance as either word or pdf file format. You can
also create your own report by using report tab. | will later on show how to create your own report.

General Configuration

In general configuration section, you can specify the title, theme, language, company name, logo,
and date format.

Managing Protocol Groups

A protocol group is a set of related protocols typically used for a common purpose. The Protocol
Groups link lets a user define protocols as well as protocol groups, so that they can identify traffic
that is unique to their enterprise. Most of the common enterprise protocols are already included in
SureLog under appropriate groups.

Some of the important protocol groups include the following:

Protocol Group Protocols included Description

Web HTTP, HTTPS and Gopher Includes protocols used to access IP traffic (the Internet)

Mail, POP, SMTP and IMAP includes protocols used to send or receive e-mail traffic

FTP, TFTP, FTPS includes protocols used to transfer files through FTP

Telnet Includes protocols used to access telnet services

Click the Protocol Groups link to view the list of protocol groups and the corresponding protocols.
The View by Group box lets the user view the list one protocol group at a time.

The Unassigned protocol group contains all the protocols that are not assigned to any group.

Some firewalls interpret protocols at Layer 4 (Application Layer), which means that a combination of
port and protocol is identified as an application and written into the log file. For example, TCP
Protocol on Port 80 is identified as HTTP traffic. Hence, HTTP is shown in the Protocols column. Other
firewalls interpret protocols at Layer 3 only, which means only the port and protocol values are
written into the log file. Therefore, in the same example, TCP/80 is shown in the Protocols column.
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Operations on Protocols

Click the Delete icon next to a protocol to delete it from the protocol group. Once a protocol is
deleted, all the database records related to that protocol will be deleted. Click the Move icon to
move a protocol from the current protocol group to another.

Click the Add Protocol link or the add icon next to it to add a new protocol and assign it to a protocol
group. Remember to enter the protocol value exactly as it appears in the log file. If you want to add it
to a new protocol group, click the add icon next to the Protocol Group text box to add a New
Protocol Group and enter the name of the new protocol group, followed by clicking the Add option.
From the list of Available Protocol Identifiers, move the required protocols to the Selected Protocol
Identifiers to be included in this protocol group. Please note that a protocol can belong to only one
protocol group at a time.

Click the Add Protocol Identifier link or the Add icon to add a new protocol identifier.
Operations on Protocol Groups

Click the Add Protocol Group link or add icon next to it to add a new protocol group. In the pop-up
window that is presented, enter a unique group name and a short description. From the list of
protocols currently not assigned to any protocol group, choose the protocols to be included in this
protocol group. Please note that a protocol can belong to only one protocol group at a time.

Select the protocol group from the list and click the Edit Protocol Group option or Edit icon to edit
the properties of that protocol group. In the pop-up window that is presented, that user can edit the
protocol group's description, add currently ungrouped protocols, or remove existing protocols from
this protocol group.

To delete a protocol group, select the protocol group from the list and click the Delete Protocol
Group link or the Delete icon next to it. The protocol group is deleted and all associated protocols are
put in the Others protocol group.

DNS Converter

If a log doesn’t include hostname, reverse DNS lookup is done to determine hostname through to IP
to hostname resolution process. This process has a negative impact on the performance of Surelog.
Because, it communicates with DNS server to find out the hostname by making IP to hostname
resolution. This causes the delay for SureLog. This configuration option is not used by default.

Mail Configuration

We configure mail settings from here. This way; for example, if something happens with log source,
the system administrator is informed via email. In other words; after a correlation rule or a scheduled
report runs, the system administrator is informed on what is happening in the log source through an
email specified here. Moreover, the alerts generated by the system are sent to the email address
specified in this part.

The sample mail configuration steps are shown in the figure:
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1. Select Settings in the view pane
2. Select Mail Configuration
3. Enter configurations shown in the figure below

Email Configuration
Administrator Name [7] SureLog
Administrator Email Address [7] infoi@anetyazilim.com
SMTP Server Active
SMTP Server [7] mail. anetyazilim.com
351 Certificate # Enable S5L
E-Mail Address [7] meniter@anetyaziiim.com.tr
Mail Password [7] T
SMTP Port [?] 465
Save Changes m

4. The configuration without using SSL is shown in the figure below:

Email Configuration
Administrator Name [7] SureLog
Administrator Email Address [7] infe@anetyazilim.com
SMTP Server Active
SMTP Server [7] mail. anetyazilim.com
S5L Certificate Enable 5L
E-Mail &ddress [7] menitor@anetyazilim.com.tr
Mail Password[?] | s
SMTP Port [?] 587
=1

Log Configuration

In log configuration section, we define the log sources, through which SurelLog collects logs. The logs
are collected or sent with agent or agentless methods. If the logs are collected with an agentless
method, we add log sources through Add Log tab. When we click Add Log tab, we see that we can
collect with different logs as agent less such as syslog, textlog, snmp trap, WMI, and ftp.
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The logs can also be collected by installing agent software, which collects the logs from the system,
on which it is installed and sends them to Surelog either as syslog or textlog.

If the logs are collected through syslog, the logs are sent to SurelLog through a listened port such as
port514, 1514 etc which are mostly used. It is not important from which port the log comes. SurelLog
can collect syslog logs from any port configured. If the logs are collected as textlog, SureLog fetches
to the log source after a specified time and collects the logs. | will later on mention about how to
configure log sources via this Log Configuration section.

The Syslog Server Settings page lets a user manage the various virtual syslog servers set up to receive
exported logs at different ports.

The defaulted listener ports for the Syslog server in SureLog are 514 and 1514. If the user’s firewalls
are exporting log files to either of these ports, no virtual syslog servers are required.

The Syslog Servers table shows the various virtual syslog servers set up so far, along with their IP
address, listener port, and status. A user can delete a virtual Syslog server by clicking the Delete icon.
Once a virtual Syslog server is deleted, the corresponding listener port is also freed. A user can also

stop the Syslog collection by clicking the stop icon and restart the Syslog collection by clicking on the
restart icon

Adding a New Log Collector

The Settings tab lets a user configure several system settings for the server running SurelLog, as well
as other settings. Follow the procedure given below to configure the new log collector:

e Select the Settings on the left side of the screen
e Select Add Log Tab

) Dsnnosros  [9] Repots QU Sesrcn ) Complience % Comeeton v L userMensgement  [FincientMensgement &) Mepe ) Threstimeliigence @ serings EHep

- . 3 L =]
Settings - Log Configuration
Reports  Alerts  Schecule

# Home / Configuretions / Log Configurstion
Log Configuretion

settings SAaulog

C  Update Changes.

sysiog Sources
& General Configuration e

[)  Report Configuration > Name Sanaer P Pert  Monitoring Time Log Type Status Eait

W Conelstion Configurstion fwvstenbul 10032 514 jete > Forti0S 283.04.04150 E3e oo

= Protocols np-DacsDone-ewitcn 10031 514 @® [Eof
P — et o E=ne @
" vy 03802 7 0
LT — ¥ ® G
F5 Services Confipestion fw-nesanoglen 0051 515 ERe @u
fwizmir 10082 sie | 500000 D ®
B3 Mil Configurstion =ae od

o Lo

e Select Log source type
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e.ﬁddLugv

Add Syslog

Add Text Log

Add Snmp Trap

Add Wi ﬂ
Add FTF

Add Oracle

Add Database

Add Cisco Server

LF Lea Server

¥ Log Grabber

Adding a New Syslog Server

The Add Syslog Server box lets a user add a new virtual syslog server and begin listening for a new
port for exported log files.

Enter a unique SysLog Server Name for the new virtual Syslog server and the listener port. The Host
Name/IP Address field is currently not editable and automatically takes the IP address of the machine
on which the SurelLog server is running.

Click the Add Syslog Server option to add this virtual Syslog server and begin listening for log files at
the specified port.

Configuring Log Source Availability Alerts

In Surelog, alerts can be triggered, if the log source stopped sending logs. The alert trigger is
configurable and can even be setup to notify users through e-mail.

Follow the procedure below to configure the triggering of alert:

e Select the Settings tab in the Web Client. On the left side of the screen, the Log
Configuration section is presented below the parameter section
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Name :

Sender IP :

Protocol :

Port :

Add New Configuration x

Monitoring Time: :

Log Type : Select
Iz Multiline? : =
Save
Columns Description
Name The name of the log source, for which this alert will be triggered, if the log
source fails to send logs.

Sender IP Log source IP
Protocol Protocol
Port Port
Monitoring The time duration within which a log should be received by the Surelog.
Time (seconds) |Failure to receive a log within this time period will trigger this alert.
Log Type Type of log source such as: Fortinate, Cisco, Windows
Is Multiline Select as No

Select Parent Category

forti| :1

> 3Com
Al0
» Actiance

-3

> Sun Microsystems
> AhnlLab
> Airlive

EEE

> Alcatel-Lucent

Allied Telesis

Alteon

> AMaVvis

Rl o ANCHIA ~.




Add Text Logs

Add Text Logs link lets a user import a log file from a local machine or remotely through DNS, DHCP,
Exchange and such that.

SureLog monitors the file or directory for any changes in real-time. In addition, SureLog reads a file
from the beginning or from a defined starting point.

Add New Configuration o
Host Mame :

Host IP
Address

Log Directory Directony W
Log Path :

Interval Time :

File Start :

Excluded
Extensions :

Log Type : Select

Hostname: The name of the host from which the logs will be received.

Host IP Address: The IP address of the host from which the logs will be received.
Log Directory: The pattern of the log source in terms of file or directory

Log Path: A local or map network folder (UNC path) of the log file or directory
Interval Time: The period for change detection time (ms) in a log file or directory
File Start: The file name selection pattern for the file and directory monitor
Excluded Extensions: The excluded extensions from file and directory monitoring

Log Type: Type of log source such as: Fortinate, Cisco, Windows

Schedule Configuration
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Steps for scheduling reports

1. Select Settings
2. Schedule Configuration
3. The user can send the reports via email as shown in the figure below.

A Systm Aaministrator v

o Desnoosrce [ Aeports QY Searen (i) Complisnce 4 Comelspon~ 3 UserMensgement  [S)incidentMansgement &) Maps oY Trveatimaligence & semngs SHep
a =
Settings - Schedule Configuration
Reporta  Alerta  Schedule

# Home / Configurations / Scheoule Configustion
settings - schedule Configuration
 Upgse Changes 1] Report Name User / Group Resource Date Limit Timeline
& General Corfigurstion 0 Logen Reporta Al Categories Al Resources. Leat Hour Al Deys- Hour 12:00 OFET
[ Report Configuration > i Logen Reporta ;‘::‘;"“'i‘“ Al Resources Giobsl Al Deye - Hour0z:00 ol o]
W Corelstion Configuration >

¢ 21 Logen Report admin (sectexDenerysziim com ) Al Resorces Leat Mormn o]z o]
i= Prowests Firewall Cateqoriea

2 A - .
i DS Comerer 2 Logan Reparta P Fesources Leat Hour o1l
5 Log Configuration 2 Logon Reports ‘sdmin (destek@anstyaziim com.t) All Resources. Globsl A1l Deye-Hour0&:00 folefn
Services Configuration 2 T -5 Firewall Categories Al - st Tr o~ Al Days-
7 i 8 op Hoata - Sent Al Categerien Reaources Leat Three Montne Deye-Hour10:00 [o] =4}
2 Ml Configurstion 8 Network Share Accesses ‘admin (destek@anetyaziim com.t] Al Reaources Lest Dey Al Deye-Hour02:00 folcic]
5
i 3 (<]

Settings - Schedule Configuration
Assots Atz Scnsaule

@ Home / Configurations / Scneouss Configuration

settings ~

G Update Changes

¥3 DNS Converter
S LegConfiguration

£ Services Configuration

Schedule Configuration

Report Tite

] Firewsl Cetegories

Al Catagorien

Logan Reports

© Genessl Configuation Schedule Ul etps ./ /lacalbost :443/Surct og/repart scnd_mail f8pdf-Scatcgary-sstdats_L
Scneaule Options Al Dy R
[ Report Configurstion . o I Daye 120
Resource All Reesuroes
W Coreletion Configurstion
Dete Limit Last Hour
iz Protocols
(®) Groupa () Users

[] Syetem Aaministrstor

[ eer

[ Detaue [[] Teskhlsnager User
B3 Msil Configuretion [ winsove [ aenme
m

3 Damain Configuration

5. The users can specify to which user or groups the reports will be sent as shown in the figure above

x

6. The user can also delete the scheduled report by selecting symbol in report view

Domain Configuration

If we use Active Directory in our network, here we can add our domain. This way, for example, if we
have an ANETUSERS organizational unit in the domain, then the logs for each computer in
ANETUSERS OU are automatically collected through WMI without making WMI configuration setting
for each computer in ANETUSERS OU. In this section, we can also add the servers individually.

In order to collect Windows events by WMI, the user has 2 options:

1. Configuring domain settings
2. Adding each log source individually

Steps for configuring domain:
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1. Select Settings
2. Enter domain configuration
3. Select the Add Domain Server button

Add New Configuration x
Domain: anetloca
Server IP: 192.166.1.84
Username: \administrator
Password: | e
Common AMETUSERS
Name:

E Test Server

Steps for adding a Windows server:

1. Select Settings
2. Enter domain configuration
3. Select the Add Windows Server button

Add New Configuration
Computer fiesny
Name:
Server IP: 192.166.1.85
Username: \administrator
Password: | ... |

After making the configuration in the figure above, the user should add the log source as WMI as

shown in the figure below:

1. Select Settings
2. Select Log Configuration

3. Select Add button in the Log Configuration view pane
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L System Aamiriatrstor

@ Dmroosrss [ Repom: QUSesen ) Complisnce % Comeison~ 8 UserMensgement  [lincientMansgement &) Meps 0 Trvest nveligence @ ez EHen -

x @

Settings - Log Configuration
Reports  Alerte  Sensaule

# Home / Configuretions / Log Configuretion

Log Configuration
Settings Dot sna Cotigre Loge

4. Select Add WMI

© Add Log ~

Add SyslLog

Add Text Log

Add Snmp Trap

Add Wl n
Add FTP

Add Cracle

Add Database

Add Cisco Server

£F Lea Server

#¥ Log Grabber

If the user select n symbol as shown in the figure above, the logs shown in the figure below are
sent from log source to Surelog log collector. This way the necessary logs are sent to SurelLog log
collector.

Window Sources

Computer Name IP Collection Mode Edit

WIN-DNQB417EGTV 192.168.1.77 All Logs ]ﬂ]

5. Select log source with All Logs (The user can also select necessary logs as shown in the figure
above.)
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Add New Configuration %

Defined Windows Servers

«| WIN-DNOQB41TEGTV (192.168.1.77)

Select All

Necessary Logs (@) All Logs

[5) save Configuration

6. After making the configuration steps shown above, the user should select Update Changes
Tab. This restarts the services related with the changes made in the background.

3 System Administrator ~

{} Dashboards Reporis  (Q Search  [i) Compliance  %* Correlation v 8 UserManagement [ Incident Management &) Maps  {§ Threat Intelligence

£33 Settings

Settings - Log Configuration Ed a
Reports  Alerts

& Home / Configurations / Log Configuration

@@ Help ~

B

Schedule

Settings - Log Configuration
Define and Configure Logs

|5 Update Changes |

Correlation Configuration

In correlation configuration section, in general configuration tab; if the users define the declare
time, the users can specify the reservation time for the log in the correlation memory. If the system
detects the bigger reservation time in any rule, the reservation time is automatically is set to the
bigger one.

If we define the rule priority; this is a default value for any rule. If the users set rule priority value
less than 100 for a rule, the priority is given for the operation of that work.
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u ]

Settings - Comelation Configuration
Aesots  Alsm:  Scnaaule

A Home / Configurations / Correlation Configuration

sertings ~ correlstion Configuration

C  Update Changes Declere Time 12000
O General Configuretion Fule Priority o
[8 Report Configuration »

Digplsy"Snow Fule' Button @) Active () Pessve

for :
Rule Priority 100
Genersl Configuration
Impart Librariss mpar: eenanet camelation "

Time Restriction mport java.ut
mport com.anet ntLog cobector™;

Define st mport com anet slerm.
Corelation Categories mport com anet ui

mport com. anet corelation.operetore.”;
Alert Categories mport com anet correlation utila.*:
= Prowcols

¥l DNS Converter

If we mention about time restriction, There are default time zones, which can be used in the
correlation rules. Here, you can also set your own specific time zone through Add Time Restriction
tab.

L Systm Aoministrator v

O Dsswosrcs [ Resor Q Seen ) Complsncs A Comssvone @ Uselimsgsmert  [@nccentilssssement  §) Meps ) Trstinvsligence @ semrgs Drepe

y (]

Settings - Correlation Configuration
Aepots  Alerta  Sensauls

& Home / Configurations / Conreletion Configurstion

setings ~ Time Restriction @ A Time Restriction

©  Uposte Changes HName Edit
©  Genersl Configurstion notdunah-nours

[3 Report Configuration > Businzssnours

Genersl Configuration .

Time Restriction

Define Liet

To add Time Restriction:

Select Settings

Select Correlation Configuration

Select Time Restriction

Select Add Time Restriction

Enter the configurations shown in the figure below:

e wNe
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MHame : unch-hours

Included/Excluded : Included hd
Starting Hour Of Day : 13

Starting Minute : oo

Starting Second : oo

Starting Millis : oo

Ending Hour Of Day : 14

Ending Minute : oo

Ending Second : oo

Ending Millis : oo|

==

6. The users can use new Time Restriction in Correlation rule configuration as shown in the
figure below:

Mew Rule
Group Al Categories - Time Restriction -
gary o Selec = Ti -
Rule Category - Select Stariz Time suzinzas-nowrs
. _ just-unchhours
Rule Neme Expire Time nosdunch-nours
P _ not-weskend
ule Description imes just-weskena
not-business-nours
4
{® Aaa Ovject
Advenced Configuretion
n Save Rule

If we mention about define list, the users can define specific lists, which can be used later on in the
correlation. For example, the users can create a blacklisted IP group and then the users can add
blacklisted IPs in this group. The users can later on use the blacklisted IP group in the correlation.

To add a Define List:

9. Select Settings

10. Select Correlation Configuration
11. Select Define List

12. Select Add Define List button
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Add New Configuration

Name blackipliat

10701070
10202020

Time to Live -

13. The user can use the define list named blacklist created above in the correlation rule as shown in
the figure below:

Mew Rule

Group A4l Categories . Time Reetriction

Rule Category < Select Windows Startz Time

it

Rule Heme Expira Time

i}

Fiule Description Timer like 10m 102

@ A Ooject

@® GeneralCorrelationObject [1] nu

And + || Remotehoat r | inliet || blockiplist r x

Advenced Configurstion

Network User Configuration

In network user configuration section, the servers, which are added through Domain or individually
arelisted here as shown in the figure below:

Surelg 2 System Acinitraror ~
o Deenooerce  [3) Reporte (QQ Sesron () Complience % Comelstion~ 8 UserMansgemem  [GincicentMenagement &) Mepe Y Tnreat Inteligence ) semings  EHep~
=) L &)

Settings - Network User Configuration
Reporte  Alerts  Sonedule

# Home / Configurations / Networs Lser Configuration

@
E
2

v Network User Configuration

Upaate Changes Computar Usar Upaste Time eait
General Configuretion istweniogic ISTWEBLOBICuAaministrstor 20160718 001307 B
Report Configuration »

Coneletion Configurstion >

Protocela

DNS Converter

Log Configuration

Senvices Configuration

Mail Configuration

Senaule Configurstion

0@ @#% &% i »@ o o0

Domain Configurstion

[ File Access Configuraticn

File Access Configuration
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In file Access configuration section, through Add File Access tab, we can specify on which drive File
Delete and File Access operations are included and on which drive they are excluded by specifying
the computer name.

The users can make File Access Configurations as in the steps below:
1. Select Settings

2. Select File Access Configuration

3. Select Add File Access button in the upper right pane.

4. Enter the configurations as in the figure below:

Add New Configuration x
Type + File Delete .~ File Access
Exclude : -
Include : d

Computer | | Select an option

Network Access Configuration

In network Access configuration section, the users can monitor the defined IP and MAC addresses in
the system from here.

Through ADD MAC IP, if the MAC and IP addresses in the system change, you will be notified through
email. For example, if the MAC of an IP address changes, you will be noticed by email.

Intranet Configuration

In intranet configuration section, the users define an IP block or IP range with a custom syslog
sender IP. The aim here is to identify if the direction of the network traffic is originated from inside to
outside or from outside to inside network.

The users can make Intranet Configurations as in the steps below:
1. Select Settings

2. Select Intranet Configuration

3. Select Add Intranet button in the upper right pane.

4. Enter the configurations as in the figure below:
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Add New Configuration x

Type Metwark/Netmask
Network : 192.188.1.0
Metmask : 256.2566.265.0
SysLog3enderlP : Custom

Custom IP; 192.168.1.85|

5. The users also select type field as StartIP/EndIPas shown in the figure below:

Add New Configuration X
Type : StartlP/EndIP
StartiP 192.188.1.2
EndlP: 182.168.1.254
SysLogSenderlP : Custom
Custom [P 182.168.1.85
E

ARP Table Configuration

In the ARP table configuration section, IP addresses with their corresponding MAC addresses are
kept in the ARP table. The main purpose of this configuration is to keep IP to MAC addresses matches
in case DHCP server is not accessed.

The user can make ARP Table Configuration as in the steps below:

Select Settings

Select ARP Table Configuration

Select Add ARP Table tab in the upper right pane
Enter the configurations as in the below:

i e
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Add Mew Configuration

Community

Retries :

Time Out :

Port :

Period :

Correlate : Yes Mo
Protocol Vi1 v2

V3

License Configuration

In license configuration section, here the users license SurelLog international edition.

The user can make ARP Table Configuration as in the steps below:

1.
2.
3.

Select Settings
Select License Configuration
Enter the configurations as in the below:

| icence Configuration

Licence Configuration

Name :

Surname :

Email :

Phene :

Licence

Backup Configuration

In backup configuration section, the users can take the backup of the tables in the database in
specific time periods such as on the last day of the month, on the day periods or now.
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The user can make Backup Configuration as in the steps below:

1. Select Settings
2. Select Backup Configuration
3. Enter the configurations as in the below:

Backup Configuration

Backup Configuration
= Make partition on the last day of the month

Make partition cn the day pericds i

Partition Mow

Custom Parser Configuration

In custom parser configuration section, the users can add a custom parser to SurelLog for any log
source.

The users can make Custom Parser Configuration as in the steps below:

Select Settings

Select Custom Parser Configuration

Select Add Custom Parser tab in the upper right pane
Enter the configurations as in the below:

PwWwnN e
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Add New Configuration x

OB should be created. Otherwise, you just have to write taxonomy part.
Also defined "key"s in XML file should be written to the specified column
in the table alphabetically in writing process.

Log Type: win|

Configuration Cha

File Path:

Database Name: taxonomy_object

Type: SysLog v

&) save Configuration

File should be in C:\a\win.xml folder.
Database Name: to which table the logs will be written in the database.

Type: How the logs will be collected, as syslog, snmp or text ?

User Activities:

In user activities section, the users can monitor which tasks or activities the users perform in the
system.

To monitor the users’ activities in the system:

1. Select Settings
2. Select User Activities
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Settings - User Activities

# Home / Configurations / User Ac

@ Dasnnosrcs () Reports QSesren (i) Compliance ometion

8 User Ve

et

Settings v User Activities

G Upaste Changes

o
& Ganeral Configurstion
[ Report Configuration > 40
W Comelation Configuration >
¢ a9

= Protwocas
¥ DNS Converter 1488
@ Log Configuration

1e87
#§  Services Configuration
B Meil Configuretion 206
T Senenule Configuration

285
[ Damain Configurstion
B Network User Canfigurstion 1224
[3 File Accasa Configuration

£
& Netwonk Aoceas Canfiguretion
% Imranet Configuration 282
T Ap Teble Configurstion

181

Licence Canfigurstion

& Bacsup Configuration
9= Cuetom Paraer Configuretion

-

[ Configurstion Filee

Name
Sumame

System

Aaministrator

Syatem

Acminiatrator

Syatem

Aaministrator

Sysem

Aaministrstor

System

Acministrstor

Syatem

Aaministrator

System

Aoministrstor

System

Aaministrator

Syatem

Acminiatrator

Syatem

Aaministrator

Sysem

Aaministrstor

System

Acministrstor

Syatem

Aoministrator

Log Data

Attack firewall from different aources Rule Crested

2dd userto windows admin group Fuis Updsted

test Aule Dalatza

add user to windowa admin group e Creste

Baganyle Vi

Baganyia Yan

Bagsyla Vi

Bagenye Yiin

Bagsnys Yo

Basanyis Vé

Bagenys Yisn

Bagenye Yiin

Baganyia Yan

netim Paneiine s yapilh

“tim Pansine Gig yapilar
tim Paneiine Girs yapilar
tim Paneiine s yapilh
tim Pansine s yapih
“tim Panaiin Girs yapilar

etim Pangiine G

yapilan

tim Paneiine s yapilh

“etim Pansiing Girg yapildL.

Configuration Files:

In configuration files section, the users can edit or make changes on the configuration files.

The users can make changes on the configuration files as in the steps below:

1. Select Settings

2. Select Configuration Files
3. Select the configuration file for editing as in the figure below
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Configuration Files

*  BackUp.conf

= Connection. bt

* Datebasedliazes.conf

» [DatenaseSchema.conf

=  DateraseSchema_daily.conf
= DatetaseSchema_hourly conf
=  DateraseSchema_log.conf

= DateraseSchema_minutely.
=  DatersseSchema_perf oo
= DatemaseSchama_w y.conf
= Enchangeheszsge.conf

= |dentityAules

*  Logon.prop

= PereerAules

* Pergerfules dic

rviceReport. ntml

»  TextLogReport.htm

= WriReport.himi

conf

=  bluecosttage.conf

= configuretion properties
* databeae_psrama.conf

= dateformat. prop

= do.prop

= dohostixt

= dcom.prop

= defeults.propertiea

®  erore.properties

*  exchengecomelate prop
= fauna.prop

= fiptage.conf

L] I;ﬂ M
= jdfid=xm

= jof det

= ida.prop

= jigamip.conf

= jigtage.conf

* import.properties

* iptut

*  ip_name.prop

= jgafirewslltage.conf

*  |ogrmonitornim
®  |ogrecivedmonitorntml
=  multiline - Copy conf

= multiline.conf

= netjini.dat

* oraciedst
= paloakto.conf

®  porttst

®  rawformatter«m
*  repddbhost.ba

* ress tut

= zervices.conf

= snmpTranepart.config

= tExonony.prop
textmultiline - Kopya.conf
= temultiline.conf

= thresdconf.prop

r_trtut

® urlconf

= urleniffer. properties

= vertst

=M e Ao
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Log Files:

In log files section, the logs for each Surelog service are kept here in the wrapper log files specific to
each service. The users can troubleshoot the problems with Surelog by checking and analyzing these
service specific wrapper log files.

The users can view log files as in the steps below:

1. Select Settings
2. Select Log Files
3. Select the Log File for viewing as in the figure below

L System Aaministrator

& Dsmmvosrcs (3 Resems QL Seswn 0 Complanss G Comestonv B UssrMsnsgement  [ncoemMansgeen @) Meps ) Tresatimsiigence @ setng: @repe

» (5]

Reports  Alertz  Schedule

Settings - Log Files

# Home / Configurations / Log Filse

@
Ed

v Configuration Fil Configuration Files

Update Changes STATUS | wrspper | 201
STATUS | wrapoer 120
STATUS | wrapper
INFO |

General Configuretion

3) nrto:/fwrapper tanusisoftwere.org
2006 Tanuki Seftwars, Inc. All Rights Resarvea:

Report Configuration »

Coneletion Configurstion >

il &0

Fratocols

DNS Converter

7
o

Log Configuration

Senvices Configuration

Mail Configuration
Senaule Configurstion
Domein Configuration
Hetwark User Configuration

File Acosea Configuration

o w e 0@ @ #%

Network Acoees Configuration

Aoiisre; Confiouiation

Data Storage Options:

In data storage options sections, here the users can specify in the setting that the logs are retained
in the tables for a certain time. After that, they will be deleted. The log files are retained as signed for
a certain time before inserted into the database. After that, those log files will be deleted.

The users can configure Data Storage Options as in the steps below:

1. Select Settings
2. Select Data Storage Options
3. Enter the configurations as in the below:

Data Storage Options
Cistahaszs : 3 Month -

Feep Currert Tatdes Dets

Kimgys Storege : Forever -
Statiztics : Forever -
Cosrelation Logs : Forever -

8o
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Database Console:
In database console section, the users can execute SQL queries on the database console.

The users can execute a sample SQLquery on the database console as in the steps below:

1. Select Settings
2. Select Database Console
3. Runasample SQL query as in the figure below:

Database Console

cizco_restert

File Sign Control:

In File sign control section, the users can check if the log files are changed or not.
The users can make File Sign Control as in the steps below:

1. Select Settings
2. Select File Sign Control
3. Select the file and verify its integrity

Selected File: /2016-06-06/1 T/logzip2016-06-06-17-09-25.2ip

O vertyFie
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AD (Active Directory) Authentication

In Active Directory authentication section, we can authenticate SureLog with Active Directory.

A0 (Active Directory) Authentication

AD (Active Directory) Authentication

AD [Active Directory) Authentication = Active Passive
Domain Mame : anet.local

AD account username administrator@anet.local
AD account password : T T I

Synchronize Groups Adwvanced Settings E

Tag Configurations

In TAG configuration section, the keywords such as Accounting, Helpdesk, marketing, and such are
added into the log according to the source of log, computer name, username, syslog sender ip, and
such. For example, we can add logs accounting tag coming from accounting department.

Tag Configurations

TAG1 TAG2 TAG3 TAG4A

Tag Name :| Accounting

SyslogSender IP Equals W 192.168.1.85
O Resource: Equals
D Computer Name Equals
O Username Equals
O File: Equals
O Source IP Equals
O Destination IP Equals
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Preparser Rule
Preparser rule block log matches in the rule configuration.

2 System Administrator ~

£ Dashboards  [3) Reports  Q Search  [i) Compliance  %# Corelation~ 8 UserManagement  [F]Incident Management &) Maps ) ThreatIntelligence & setings  @DHelp -

. k) g § ©]
Home - Correlation
Reports  Alerts  Schedule

# Home / Correlation / Wizard

Settings - New Rule Keywords v X
DDos
G Update Changes Rule Name test Time .
& General Configuration Restriction UserDefined
Rule
test = Tools
[l Report Configuration > Description Starts Time o)
- Exceptions
A Correlation Configuration > Expire Time = -
Protacols £ -
Timer 8]
pi4  DNS Converter
@ Log Configuration @ Ada 0b)
Services Configuration
** : © nniop zn
B Mail Configuration
And v Message v Matches v ertugrul X
@  Schedule Configuration
L[] Domain Configuration

Advanced Configuration

18 Nework User Configuration
[8 File Access Configuration B saveRuke
#  Network Access Configuration
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